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Public law of digital transformation
Relation b/n individuals and the State

Was about withering away of the state under digital transformation
Then electronic police state
More theory-driven approach, less about observation
More about constitutional order
4 topics – 

· Part 1 – Speech, press and assembly
· Part 4 – Surveillance, search and seizure
· Aspects of current security regime and challenges to traditional const thoughtwaves
· Ex. Mapp v Ohio, assumed that 3rd party surv wasn’t serious. Pre-Mapp, Wolf v Colorado, silver platter doctrine, exclusionary principle. But now most investigative work doesn’t need the police (subpoenas)
· Part 6 – Speedy and public trial
· Interaction b/n blogosphere, 24-hr news circuit, world of complete memory and world of criminal justice and fair trial

· We are at the edge of what we mean by public trial – full digital coverage of criminal justice
· Parts 9 and 14 – What rights have we reserved and how do we carry those into 21st century?
· Const rt to privacy in DP clause, decisions relating to bearing children
· Language that dealt with idea of autonomy (freedom to walk, loaf and stroll). If you look at the real Roe, idea that there is limit to govt interference w/doctor-patient relationship

· Data Mining – what data actually does in the 21st century world and what tricks with data does with govt
· Imagine a real-time predictive model of everyone’s voting habits, etc. (like meteorology) What if anything should we do about it?
Distinction b/n public and private power in a world where data is everywhere and shared

How the conceptions used by the judges in const law opinions meet with technology?

Technology – Politics – Law
Technology – much is done b/c it’s neat. But tech is affected by politics and law

Ex. if Estonia says net connection is fundamental human right. Model to follow? Don’t understand what will happen with telcos, power structures, etc.
Goal is to think about freedom – if you don’t think about freedom and technology you won’t have freedom
Ex. how many security cameras did you see today? 
· Where is the feed going? 
· Is it being erased and recorded over? Most go to hard drive now

· Facial recognition software, group analysis software, pattern analysis of crowd behavior (used to predict behavior (like Marian’s chickens!))
· How do I get it if I’m the police? Usually just ask. If no, then get a subpoena in front of grand jury. Might need a warrant to plant the camera (inherent power to order video surveillance, Posner)
· But why bother planting one!
· No limitations on what you can do with the data

· FBI giving up on Virtual Case File

· Others may know what to do with it, and data will be around tomorrow

Is anonymity a right?
Is anonymous communication a right?
Macintyre v Ohio 1995
W/r/t to Ohio leaflet requesting name of the author Rehnquist struck it down

If there is right to anon comm – can govt require everybody to submit list of what they’re reading?

What’s the thing that isn’t privileged? The conduct? The space, the public place?
· Court in NY ruled yesterday that if police insert GPS into car, user has no expectation of privacy about location of your auto on public street

· Is it the surreptitious addition of the device?

· Now all cell phones will have GPS for 911
· Swiss tracked all cell phones for 2 years
· Was it only violation of privacy while it was secret?
· If US passed a statute saying you must tell location to govt constantly – would it have withstood scrutiny? Would it pass scrutiny now?
· What is the interest that’s violated? 
· Right to liberty w/o due process

· It’s just unconstitutional – what would liberty be if you had to report every 5 minutes to govt?
· So what if govt allows monitoring of cell phones? You don’t have to use one. But still an invasion of privacy?

· Do we only have right to privacy that we expect to have?

· 4th A doctrine heavily affected by whether people had a REASONABLE expectation of privacy to determine if UNREASONABLE search
· Given the erosion of your expectation of privacy given Dow Chemical that police could fly over and look down, do you have reasonable expectation of privacy against infrared.
· Yes – Scalia said there was a difference between plane flying over and heat-seeking infrared

· Remedy for unreasonable search has been limitation on use of the fruits of that search 

· US v Weeks – can’t use in fed cts. But that’s only 1 remedy
· Bivens - what if they don’t find anything, so there’s nothing to suppress. Damages action should result
· 21st century question – not whether you can use the data, but whether you must destroy it 
· I will give you information about myself in order to be treated better. (Now it’s I give you information so I’m not treated worse!)
· Ex. the “hospitality” industry only wants your info 

What would you add to the Bill of Rights? What would it look like?
· Don’t forget about state action – what Holiday Inn does doesn’t matter, it’s only when the police ask for it 

· No 4th A ( not unreasonably searching you. No self-incrimination privilege against gathering evidence. You don’t have expectation of privacy in other people’s business records. 

· There’s not a “search” going on 

· What would have seemed like an intrusive “search” in the past is now just what we all do all the time (ex. security at airport)

· What would have been a search is now just normal business gathering of info, which is easily available to the govt

· So what we think about our rights w/r/t “searches” doesn’t matter anymore

· Data makes connections and announces the patterns that are in it (data mining)
· Great potential to predict behavior (I can guess who you will meet by looking at cell phone bills of your friends – describes the geometry of civil society)

How do we respond?

· Is it enough to say “well you chose to get a cell phone”

· The collective decision to cellphone-ize was not decision to give up our rights!

DMCA/DeCSS litigation – video depo of Eisner on the web
Speedy and “public” trial – In 18th century can’t close doors? What does it mean in 21st century? Should evidence be publicly accessible on the web?

What does “public” mean now? What’s a public record if it’s not on the net?
If it’s not public in that sense, then it’s leverage for somebody, since info is power
What did we reserve when we found a right to privacy in 20th century?
· No policeman under the bed?

· But it must mean more than just privacy of sex
· Roe – there’s a limit to what the state can do to interfere w/relationship between doctor and patient. Later it became just the woman’s right – which lost some power
· Which relationships in life produce info where it is unconst for govt to learn and attempt to influence?

· Where can’t state influence be exercised? Over a social event
· Can govt force words into doctor’s mouths? (forced speech cases)
Which info created by our social interactions is beyond what govt should be able to learn? Not what can be evidence, but what can be used for speculation
What’s the const right of a voter not to be understood that well?
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Last week we thought about things from technology towards pol and law (inherent interrelationship)

Now we will reason from questions of law towards technology and politics

1st A is 1 sentence, at least 6 ideas:
· Speech
· Press

· Establishment of religion

· Free exercise thereof
· Peaceable assembly
· Petition for redress of grievances

Each of these becomes a whole separate area of law (“clauses”)
You might want to ask about the idea of the 1st A as 1 idea instead of 6
· The idea is about the relationship between Congress (and the states) – they shall not make many laws interfering with a range of activities that have to do with some expressive space in civil society, that should be untrammeled by legal regulation
· Tendency to assume the govt restraints in those areas are set in those areas themselves – some “test” for all of these areas
· Assumption that this 1 “test” doesn’t have an effect in the other areas
· Tendency to worry about whether adjacent rules conflict – religion clauses
· Same is true about Speech and Press clauses now
It’s hard to know what to do about the relation between Speech and Press – 
What constitutes “the press” in the age of the internet?

Can treat as two clauses, or just 2 words in 1 sentence

Speech clause sub-doctrines 
· No prior restraint
· Idea of no “abridgement” is that speech should be allowed to occur and subject to consequences later

· No forced speech
· State can’t coerce particular expressions, flag salute cases 1939-41

· First court said kids could be punished for not saying pledge, then in Barnett said they couldn’t, “Live Free or Die” case
· Protection of “wide open, robust” public debate
· NYT v Sullivan – enforcement of libel laws when directed against speech concerning public figures violates the 1st A, unless there was actual malice (falsity, reckless disregard of truth)
· Equal treatment of speakers
· In public forum, where people meet for purposes of expression, viewpoint discrimination or unequal treatment based on what they say, abridges freedom of speech

· Heckler’s Veto cases – limits placed on states rights to prevent speech that will cause social turmoil, state can’t intervene to stop hate speech
· Strict scrutiny of content-based regulation
· The purposes the state pursues must be essential, necessary state interests in least restrictive way possible

· Protection of anonymity?
· Started seeing in 1990s
The ways in which these rules are adapted to particular technologies of speech

Jurisprudence primarily grew up in period after mass newspaper publishing
· Period between Hearst and Dan Rather (relates to press activity)
· It assumes some social background

· Many case involve “the press” as speaker – prior restraint of John Doe is one thing, the NYT is something else
· The work of the SC in a world of large press
· And the Jehovah’s witnesses – who weren’t regarded as acceptable Christians
· Relates to 2 ideal sets of speakers – the big press and the little man and the cop (a member of a vilified minority)
· Principles evolve in relation to those 2 sets of speakers
What situations do we envision?

· Prior restraint we think of NY Times
· Forced speech – the pledge
· Wide open debate – NYT again

· Equal treatment – little guy w/unpopular ideas 
· Strict scrutiny - public forum like Pruneyard
· Anonymity – the independent grassroots organizer against the power of the municipality
Today the problems are of the web site
· Whether student website in CA engaged in supporting terrorism b/c of link to Zapatista statement

· Blogger engaged in publishing material

If we import the principles themselves into the Net, how would we transfer the doctrines
Try transplantation into a different social context

1. No prior restraint

See DeCSS cases
· Did 2600 violate DMCA by linking to places where a computer program is available as part of reporting on the controversy b/n the movie industry and the author?
· DVDs encrypted with CSS. Johansen had written part of free software DVD player. He wrote the part that went to disk and read the movie. He figured out how to de-scramble it. Movies said violation of 1201, trafficking in circumvention devices
· Moglen – this is legit purpose to allow people to do what they were licensed to do, which is watch the movie, not violate copyright
· In 2600 case it wasn’t what Johansen had done, but what they did by linking to the code
· Dist Ct in NY found that linking to DeCSS violated §1201

· Enjoined 2600 
· In response to 1st argument of prior restraint judge said – there isn’t really a doctrine against prior restraint, just a preference

· You can’t do anything against websites unless you enjoin them

· Compared to a communicable disease
· In the web the rule of prior restraint shouldn’t be transplanted in its previous form b/c of higher speed of communications you need it more often
· 2d Circuit affirms on difft ground
· The very principle of prior restraint was – if it’s illegal punish it after it’s been said, but censorship is not an acceptable way to prevent speech
· How far should use of PIs be used in IP cases?
· The argument arises because SPEECH IS WORKING

In a world where technology allows speech to spread more effectively, does that mean we should allow prior restraint?
Whose speech actually gets out? Whose speech actually works? 
This is the underside of the prior restraint rules – people think “maybe we shouldn’t have this rule after all?”
2. No forced speech
What if Rumsfeld said every computer has to have a license and broadcast its address every 60 seconds?
That’s like newspaper licensing and reader licensing at the same time
What can you be made to say?

If I can’t be made to say anything, then I can’t be made to say who I am?

How to use McIntrye?
Speaking and listening cases
Listening is the more interesting case – right of anonymous reading
Who doesn’t like anonymous reading?
· Companies like RIAA

· Because anonymous consumption is unregulated consumption

· Private power wants law to support its business model

· Problem will be enlistment of state action to facilitate control over property by inhibiting anonymous use of copyrighted material

Can you, by joining up a couple of existing doctrinal areas, find sufficient breadth of theories to argue for anonymity on the Net?
4. Equal treatment of speakers
Moglen - most interesting area of growth in theory

After NYT v Sullivan – Govt has to support publishers in libel claims 
E.g. special rules for fact-finding

Affirmative responsibilities for govt – not just rules not to do something
Interesting question – under 21st century what are govt’s affirmative obligations of equal treatment

Constitutionality or unconstitutionality of broadcasting?
1930s - System of regulating spectrum

· It was necessary to prevent interference
· So there must be a system of allocation of spectrum to prevent destruction of the commons by unregulated activity

· There is licensing system here – which created broadcasting, where a few favored groups have govt license to use the spectrum to communicate with large numbers of people
Radio

· Single greatest social power in the history of the world
· RCA slogan – dog listening to “his master’s voice”
· Permitted a type of social mobilization that had never been possible
· Totalitarianism = monarchy with radio?
· Enormous inequality of speaking power
All of that was justified by technical reality of interference – which is NOT reality anymore

· Today we can share frequency intelligently
· Cognitive radios
· Spectrum interference is no longer an issue
· There is no technical need to allocate spectrum to prevent commons destruction
· Is broadcasting then Constitutional?
· Can you grant that privilege to Rupert Murdoch and deny it to the rest of us, if it’s not required anymore
Right now I can’t use spectrum that has been licensed to someone else – you would be a pirate broadcaster
What is the reach of the equality principle in the first amendment?
May govt create inequality in communications when it doesn’t have to?

If the spectrum is public property - how far does the equal treatment principle of the public forum cases reach?

Moglen argues for birthright bandwidth – you’re here and you get your share
(Find something that explains spectrum stuff in lay terms – maybe How Stuff Works)

Reassess the relationship between allocations of power and the requirements of constitutional liberty
Hague v CIO – 

· Streets and parks belong to the people

· Boss Hague can’t prevent political dissent in the parks
· If streets and parks belonged to people in the 20th century for political communication purposes, then shouldn’t the spectrum in the 21st?

For next week – 
Potter Stewart says that the difference between the speech clause and the press clause in theory terms – the protection of the press is a structural constitutional provision protecting the Fourth Estate (a principle of separation of powers almost)

(Stewart says he never votes in elections b/c it would violate separation of powers)
The theory of press as Fourth Estate as it stands now

Will it mean Potter Stewart’s press clause? If not, what will it mean instead
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One paper due before Spring Break, one at the end

1. Speech 
2. Press

3. Establishment

4. Free exercise
5. Assembly

6. Petition

First Amendment (continued)

How might we read an 18th century sentence in light of 21st century facts

That sentence has come to be read as 6 separate doctrinal rules

We may come to the conclusion that sub-dividing the 1st A into clauses is a decomposition more appropriate to earlier technology than now

We may want to be more unitary in the way we read 

Overall question that changes in tech makes more pressing – 1st A is regarded as 18th century embodiment of “freedom from” rather than “freedom to”. It’s a NEGATIVE FREEDOM, from govt interference
But there are some aspects of 1st A doctrine that imply a freedom to – 
Free exercise – hard to see as just a rule against interferences with religious activity

When you read the cases - it creates positive rights

Ex. can you collect unemployment if you got fired b/c you observe Sabbath. Employer must make accommodation to religious observances of employee
There are flirtations with govt obligations to facilitate freedoms to
So, in changing social circumstances are there more freedoms to implicit in 1st A than there were before?

Last time we discussed speech clause
We touched on two fundamental questions w/r/t changes in technology
1. Prior restraint forbidden
2. Compelled speech
Prior restrant thinking – govt allows speech to occur and then deal with consequences afterwards. 
Concern with effectiveness of speech. Easier to allow Russian Jewish anarchists are easy to allow
Ways in efficacy of communication makes judges nervous about prior restraint provisions
If you can’t enjoin linking then the cat is out of the bag as soon as something can be found on the web
Prior restraint balancing – even in Pentagon Papers form - still relies on fact that newspaper is published once a day. You could destroy all the papers and no one would know what was said
Compelled speech – being forced to say something we don’t believe in
In 20th century terms – when can the ceremonies of social life force someone to express something. It’s different in 21st century

How much can we force factual disclosures we don’t want to make
NH can’t require me to put Live Free or Die on my car
Can my cell phone report my location every 90 seconds
Rule against compelled speech – is an important rule

If there’s something wrong with cell phone sending location – what is it besides compelled speech?

Well – you decide to buy a phone? But that’s a Grand Waiver theory 
Besides, you didn’t need to circulate petitions. But your identity was still protected
*Is a requirement to report to somebody all the time to report to somebody all the time an act of expression of something about you which you are compelled to undertake?
Is this end of privacy technologically inevitable? No, we can stop it
Does freedom require anonymity?
EM thinks so, I agree

If we think freedom is like Truman Show, then we don’t need anonymity

This is where the free software comes in – wants to make sure that no one can control the code
Most people think of privacy as protecting that one big secret – but it’s the fear that all the millions of pieces of data that they will put together that will be more you than you 
Ex. Tivo thinks you’re gay

Your data personality is becoming more important than your actual personality
We see this in cases of identity theft

Ex. congressman who can’t get off no fly list

Fear that the halo of data that surrounds us will matter more than who and what we are
What about when genome is cracked and they know everything about our DNA?

Compelled speech in tech environment is one aspect of question – 
Where do limits on government data gathering come from?

Freedom of the Press
Meaning of the Press clause in modern technological circumstances
Traditional understanding presented by Potter Stewart is that “congress shall make no law abridging the freedom of speech or of the press” are two separate areas
Stewart says – you have to separate as much as possible

Press is separately protected not as a speaker but as the Fourth Estate, a part of govt

Not merely as a speaker but as an institutionalized participant in the allocation of power
Really naïve? Idea of press as part of govt is a good thing?
Fourth Estate acquiring the govt – media takeover of the state
That power of 1-to-many communication becomes the perch from which govt power derives

Merger of state and “the media” – (but is the media the press?)
“The freedom of the press belongs to him who owns one”
NYT has circulation of 850,000 and daily web site readership of 7.5M
If Press adds some extra rights to speech clause – isn’t it good that now we can all cash in on those extra rights?

· BUT freedom of the press doesn’t give any of the positive rights that we might want as individuals
· Ex. not a constitutionalization of the FOIA
Used to be a minor outgrowth of freedom of the press that there were rules against overt manipulation of the press 
· Ex. Stewart says govt can’t use propaganda domestically

· After 1975 it was considered wrong for CIA to use press credentials abroad. Let alone have covert relation with press at home

· EM thought this was affirmative obligation under press clause
· Bush said he will stop paying reporters!

Seems that a reinterpretation of the press clause is compelled by changed circumstances

We are on the downhill slope of a process of disintermediation – to reach millions of people is very cheap

Ex. someone posted all the Dept of Homeland Security daily threat assessments. Some were leaked and some he got from Google cache ( cryptome.org
Blogger isn’t important because he replaced the press, but b/c they show how tenuous that separate identity of “the press” is (no longer means the power of one to reach many)
So what does it mean to say that congress shall make no law abridging freedom of speech or of the press?
· That sharp distinction b/n the two seems driven by old technology. There was only a tiny fraction of speakers who could be the press.

· Ex. the global press could not have covered tsunami without “speakers”

· Ex. press can’t control our view of a war, because the speakers are right there by the press

So what does the press clause mean in 21st century?
· Does it mean extra freedoms for more of us (e.g. I don’t have to tell my sources)?

· Does it merge into speech clause?
· Does it mean we can take a second look at things like FOIA?

In a world where everyone can have access to everything – what should public access rights be?
We put that information into the hands of a favored class called “the press”
Is press clause strong enough to bring information if congress repealed FOIA?
Ex. can’t take pictures on subways

If that’s not unconstitutional, then we can forget a larger right to information access

Can we say tomorrow that subway rule violates press clause?

What if they said “press” can take pictures? Can I say I’m the press? 

What if I’m the Straphangers Campaign who has been around a long time?
*Check out HP patent on police-blurring photos?
What we could do (
· Speech clause – could protect expression of telling people things (publish a leaked picture of the subway)
· Press clause – could protect conduct (taking a picture of the subway yourself)

· That would create classification on who is doing a particular activity – collecting information for public dissemination
· Instead of a class-based test you would have a functional test
· Move from “we protect the press in order to have a fourth estate” to “we protect the press to promote facilitation of information to the public”
· Framers probably meant – no censorship of printed material
· This was a statutory matter in England
· There was a censorship law that had expired and people were afraid Parliament might reinstitute it
· Official Secrets Act – home office may send any publisher a notice to not publish certain info
· To an originalist – they were saying “you can’t do this in the US”
· It did not mean you could mail anything through the mail (abolitionist material, obscene material or concerning abortion now)
EM – the distinction b/n press and non-press is no longer tenable. The practice of finding out and publishing is open to everybody.
What is the public responsibility to MAKE people the press? Maximize “freedom to”

EM – broadcasting limits freedom of the press, doesn’t help it
In 21st century why should power to inform be concentrated by govt act? Why should Murdoch have a license to reach 78M people and we don’t? What is it about CBS News that entitles it to reach a huge number of houses we don’t reach?
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Think Secret case
Two tendencies meeting:
· Intersection of trade secrets and 1st A

· Who is a journalist?

Kind of like tension between copyright and 1st A
· In 1967 Mel Nimmer asked why is copyright consistent with 1st A?
· There are limitations like fair use, idea/expression dichotomy that make it consistent with 1st A, and there’s a limited term
· Then nobody talked about it 
· In 90s it became more obvious there were problems with 1st A and ©
· Everybody knew this would happen with Mickey Mouse
· SC agreed that fair use and idea/expression were OK for 1st A. They thought constant term extensions were still a finite term

Moglen wanted to give them 10 more years, in hope that SC would accept arguments in 2015 that it wouldn’t accept in 2005

Give people a chance to learn that strong digital copyright means complete total surveillance
Now trade secret law and 1st A – 

· It begins about law of contracts for secrecy
· You sign NDA and are given compensation

· The next step is accessorial liability, like tortious interference with contract
· Even people who like efficient breach are uncertain about TS – not OK to go get people drunk or pay money to leak secrets

· Now there is a deeper obligation than just commercial liability, a type of fiduciarity
· Why commerce in secrets should be protected against efficienct breach of contract isn’t clear? 
· Lawyers say it’s trustlike or fiduciary

· It tortifies contract breach
· Becomes unclear when someone who knew nothing about NDA, doesn’t know where info came into world, spreads the information and is liable in a 3rd party sense for transmission of something that he was never contractually-obliged to keep secret
· 3rd party liability in TS law doesn’t come from intellectually-defensible outcome of NDA – needs legal mumbo jumbo

· The few TS academics there are puzzle over this, but courts are clear

· Even in CA where reverse engineering of TS are OK, assume there is still a role for 3rd party liability – they “should have known”
· DVD trade secrets are different than DMCA – 
· Johansen wasn’t party to any NDA

· Movie industry will say he clicked on a license that prohibited rev eng
· Courts will hold Johansen guilty of telling secret and stop websites too – on basis that they should have known it could have only been known illicitly

· In the end, no TS since so widely disclosed
· CA cases ( Injunctive relief against 3rd parties not party to an NDA
· No 1st A bar

· Similar to DMCA case we read
Think Secret says what Steve Jobs will do before he does it 

He attacks – requiring journalist to disclose himself, who turns out to be a Harvard undergrad
**Process of attempting to hold the line that TS injunction doesn’t violate 1st A is even harder than with copyright
· © is a public law bargain – in return for balance of rights for public and rights for authors a statutory structure is made

· TS bargain is a private bargain involving parties choosing to hold things in confidence for mutual benefit
· Doesn’t represent a general balancing of public interest before the parties, sufficient to give deference, in light of doctrine that people can say what they want with no prior restraint
TS law has 3 elements
1. a secret

2. reasonable measures to keep it secret, reasonably and uniformly conducted

3. and a disclosure of the secret leading to harm

Once it’s disclosed – it was always never a secret anymore
This should hold against 3rd party liability
There is a moment at which restriction makes no sense

At some point its foolish to enjoin one of the many places where the info is found
It’s not just about abeyance of damages (declining value of keeping secret)

It’s about punishing people for saying something that’s not secret anymore
(Like saying Plame is cia agent now, it’s not secret anymore – and that’s covered by statute!)
Is the kid a journalist?

The fact that WSJ is doing a worse job of finding info isn’t what makes him not a journalist
If a functional definition of journalism is what makes a journalist, then he is it

Using TS law to keep him from doing his assigned beat is no more constitutional than preventing WSJ from doing the same
Plus, he’s just a kid (
Both kids are byproduct of the digitally empowered child
1st A seems to have an age limit
Too young to read, to be a journalist, etc. Children should just shut up and consume – buy the computers, don’t report on the industry

Cultural tension – that he’s only a child is an aggravation of the offense, because it will only get worse
TS is a law, but also a public etiquette about the way we do business (and the kids aren’t involved in that)
Is he just secret because he didn’t want to lose his credibility?
Big difference is that TS law isn’t federally uniform. There is a model act, but not really there. It’s just contract law, not congressional law. These are state supreme court problems – 
Bunner? In CA Sup Ct

Him being  kid – undermines the whole constitutional theory of the press as responsible counterweight. 

Shows that act of being the press is just as universal as the act of speaking

Fourth Amendment

Problem of under-specification – “unreasonable searches and seizures”

In an environment where there were limited types of searches and seizures, judge didn’t have to worry about it

· It was just a human eye and human hand – what do you allow eyes to see and hands to grab?

· It was all about who can be in the house and under what circumstances?

· When can we go thru a man’s private papers – ransacking, fishing expeditions and inappropriate invasions of domiciles of self-respecting people

· Idea that bad things will happen when police come into home
English lived with domicile visits because of hearth-based tax – constant agitator of English politics, since bad things seem to happen
French taxed salt – caused other domicile searches
English replaced it with window tax – you can count from outside
This is world when 4th A was born – explains the concern with sanctity of the domicile
Stanley and Bowers cases – both cases where police found other “crime” when they had a warrant for something else
Stanley became a 4th A case – man’s home is his castle
Then there was tension with car cases – is there something you can sense from outside the car to let you know something’s in there
Problem of a movable castle with a state license (
Solved on basis of an illogical trick – “what was the reasonable expectation of privacy”

It’s like porn – you knew it when you saw it
What did you expect anyway?

Unreasonable was a search that interfered with your expectations – the expectations a judge would think was reasonable.
And by deciding each case they lowered the bar – after each opinion there is less you can reasonably expect
So things we can ask about now (is it reasonable to have thermal imager) would never have been reasonable. But intervening cases lowered the bar.

And new technology only made this worse
Man’s house is his castle, not a glass house
Now it’s the beeper in the car – you had no expectation of privacy on roads, so we put on a GPS. Why can’t we know where your castle is all the time, we knew about your old case.

The other problem – electronic communication

· The progression seemed to be going the other way – 
· Wiretap which doesn’t reach inside, starts out being OK
· Then Warren court revived interest in physical privacy
Reasonable expectation of privacy became a race to the bottom – bootstrapping of expectation of privacy
Video cameras – 
Only needed a warrant to put one anywhere

No wiretap statute to cover it
Still presumes there are public places and private places – and the question is when you can put in private places
Public/private distinction no longer works as a criteria to decide when search is reasonable
Self-incrimination
· 1967 Frankfurter opinion - compelling giving a blood sample didn’t shock the conscience

· Don’t have to give testimony, but “mere evidence” is OK

· Ex. Cape Cod case – asking town to give DNA samples or we’ll treat you as suspects

We now have an electronic persona that doesn’t exist in the real world – now we worry about search of the electronic person
Statute electronic privacy act – treats email as a special place
When you seize a cell phone – you get address book, dates and times, information about other people’s conversations, whole social network
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Search + seizure
· Search – activities designed to gain knowledge
· Seizure – keep that information to get into court

Search + evaluation (
Seizure + evaluation (
More searching (
Evidentiary use

Compare to Privacy – transactional privacy in the economy

Privacy – 
Data collection ( evaluation (mining) ( expression (send you an ad)
Parallel processes – 
Power to get a warrant for a search
Subpoena power to get information from 3rd parties
Much is made of the fact that search is a coercive activity and that data collection is a permissive activity (you’re told you volunteered the information)

At the end there’s not much difference either – 
Use of seized material as evidence

Use of data mined for communications with you

People aren’t worried “unless they can use it against me”
· This is the theory of the 4th A exclusionary rule – they are stating Constitutional law doctrine, borrowing the way we think about S+S

· Exclusionary rule – Weeks, Silver Platter rule, Mapp v Ohio, Linkletter, good faith exception
Principle is over and under inclusive – 
· Bothered Cardozo that some evidence should be used

· Bothered others b/c if police do horrible search and find nothing, there’s no remedy under 4th A
· Before Bivens the remedy was exclusion of the evidence
· In 1975 Bill of Rights appropriate damages actions that arise from violation of Constitutional norm
· Wrong apt was invaded – the court says the violation in and of itself imposes a damages remedy
· It meets the need not covered by exclusionary rule where nothing is found

4th A embodies a scheme like the scheme was see in data transactions – OK unless they can use it against me
What constitutes evidentiary use?
· In criminal setting “against me” means – submit as formal evidence in formal proceedings
· Doesn’t mean given to a grand jury

· It never goes anywhere b/c grand jury evidence is protected by high wall of secrecy

· Doesn’t mean used to impeach me

· Idea that you waived, you opened the door

· Rules about uses of data that are involved in Western data protection law
· If you don’t see a separate use, it’s not used to change your state as against some third party – you don’t have a right to keep party from thinking about it or evaluating it

4th A is about “places” and “things” – data that’s in analog form
Now police want information, not necessarily “things”
Ex. DeCSS case – they seized the computers. The purpose isn’t to get the computers, it’s the information on them (isn’t that true of papers, too? You needed the papers, couldn’t just Xerox them)
Why do they keep the computers? Want to show “chain of evidence”

The seizure applies to the bits, the ancillary consequences are related to rules of evidence (puts his dad out of business until trial)
Search ( evaluate ( express 
Parallel to data privacy

Prosecutor can get data governed by warrant requirements of 4th or data governed by subpoena from private parties
FBI wants a virtual case file system –
· Spent $170M on failed Carnivore project
· Problem was they attempted to do it all by themselves on specs that kept changing
· Still looking for content mgt system they can use (free s/w?) – until then they’ll use other companies (like airlines)
· Govt prefers to get its data collection done by outsourcing to people who mine data for commercial purposes
· Raw data collected in private hands

· Do you do the evaluation in-house or outsourced?

4th A designed to protect some spatial  boundary around your identity

No sense of room to experiment with being anymore
Instead of having to frame questions – answers and data connections appear for you
How could we stop private companies from data mining?
We can’t – WalMart does have a constitutional right to learn what it learns and think whatever it damn well pleases

Now what if WalMart runs for Senate?
So how do we keep this line – 
How do we keep this private entity from walking over and take political power

Could we ramp up technologies of anonymity? (digital money)
What would happen if you said we need another amendment to the constitution about right of anonymity?
What would the language be? People think you only want to be anonymous if you’re up to no good
Note - We need to find a value that resonates with regular people (people think only hackers and pedophiles want anonymity)

We have one consistent digital identity
If you could interfere with that cross linking of identity there would be less evaluative potential (but that’s exact opposite of what people want)
Policeman’s evaluation process is unconstrained by the 4th A
How broad the collection is allowed to be has been through a big change
· You can routinely do in an airport what you could barely do in a federal prison 20 years ago – your right of anonymous travel is gone
· Idea that there was a relation b/n suspicion and search is gone

· “No warrants shall issue but upon probable cause” – we see it as a technical requirement.
· Just don’t use warrants anymore

· What was the 18th century idea being expressed? 

· Shouldn’t be a search without suspicion

· Now they can be widely performed for no reason at all

· The inhibitions against surveillance have ceased to mean anything in ordinary life

The next stage of this conversation (
If you spend more time on private side (with O’Harrow) and think of all that material as being available for re-processing and re-evaluation by govt through subpoenas

What would you write statutorily or constitutionally to address as the primary problems you see as threats to liberty?
Private world generates a lot of useful data that will be used on govt side – what can we do about it?
February 17, 2005
Paper ( like a 1000 word Op-Ed piece
So what happened after September 11th?
Lots of opportunism
· Agencies had a wish list for the 90s, which they were finally able to get

· Private companies got new source of revenue

Wish list

· Had gotten 1 item they wanted with digital telephony in 1990s (ability to wiretap has to be built in)
· But their larger agenda was stable in 90s and they tried to enact whenever something went wrong

· Viet Dinh’s contribution is probably overplayed – others had tried this same bill before
· Leahy had also been around this block a few times, too
· But it’s clear they went up with a shopping list and got everything they wanted almost immediately
· O’Harrow’s congressional history a little thin

· Ron Dellums tried to stop Patriot act in judiciary committee and thought they had it stalled in House – then new bill voted on in 90 min.
· Then Daschle made a deal w/White House (same time as anthrax in his office)
· Old wiretapping was labor intensive b/c of multiple people on one line (particularity requirement)
· Now they wanted a roving wiretap for a person not a wire

· It made sense, even w/in 4th A as a technical adjustment – listen to conversations by A about X
· 4th is mostly about places, protected space
· Title III treats telephone number as outgrowth of the address – you can search or tap the phone at that place
· Roving wiretap isn’t about place anymore, it’s about identity - the subject isn’t my castle, but me

· Changes in a-c relation – they won’t throw out Stuart’s conviction on grounds that bugging communications violated the Const

· Now they take everything they can find and sort it out later
· The movement from place to identity

· “Tools” – the idea is that these are instruments of prosecutorial investigation. Tools to reach an end. 
· But it’s really a change in philosophy from place to identity

· But just saying we’re giving more tools underemphasizes the change in social understanding

· Much of Patriot act broke down barrier between intelligence agencies and police
· Cops want evidence to be admitted in court
· Spooks don’t want to admit evidence in judicial proceedings, they don’t want the info to be public at all, don’t want to create public info resources
· They tend to have different agendas w/r/t tech of surveillance

· Ex. public key encryption. Both were enemies but for different reasons, had difft needs. 

· Police wanted the key to any encrypted traffic to be available, and be able to prove in evidence that this was decrypted and is really the substance of the conversation
· Spook wants to recover comms real time and doesn’t want to explain what he can and can’t read
· Zimmerman got off for PGP
· If you prosecute him, we’ll tell ct that govt has to prove its strong scheme that’s dangerous and we’ll subpoena NSA guys to testify if they can read it. (B/c 1st A protects discussion of weak ciphers)

· Patriot act worked to identify their interests b/c each were promised what they wanted
Opportunities for private companies
Shift in what govt does – instead of searching places and prosecuting crimes it mines data and anticipates behavior 
· Problem of anticipation, the prevention of crime is goal of policing
· That’s not the form of organization the const protects – all about prosecuting crime after it happens

· **Note ( same idea as the prior restraint of speech in DeCSS case
· We have to stop terrorists/hackers/etc before they act

· Ex. all bodyguards say that if somebody really wants to kill you and is willing to die there’s nothing you can do to stop it
· After 9-11 the goal of policing is to prevent something they never thought you could
· We will prevent them everywhere in US all the time permanently
· This is a commitment to complete surveillance

· This means knowing in advance what people are going to do and stop the ones who are planning to give their own lives in an act of violence
O’Harrow answers the question he doesn’t ask ( Was this meant to occur?
· Yes, it became stated political objective of a terrified society

· That’s why you need “total” information awareness (partial won’t do)
· Homeland security is the stated political objective
So this is about what happened after identification of a social goal of perfect prevention of crime by suicidal terrorists

And there were lots of people willing to step up technologically or $$
· Compare to JFK’s announcement of a goal to put men on the moon – private companies responded 
· NASA in 60s used stuff that was already in industrial use

· Space Shuttle couldn’t be built off the shelf
Here the determination was not to just use it off the shelf – a novel determination to prevent classes of conduct on the basis of untried technology
· When this new untried stuff fails everyone will say “how did that happen” – because it’s only v 1.0
· Also true with data mining, facial recognition, etc.
· New development was occurring on the govt’s expense to try to predict and prevent certain activities

Do we think this will work to catch terrorists?

We only get this prevention of arab terrorists (not serial killers – b/c nobody thinks that’s possible, no No Child Left Behind Act for molesters)

This was built for marketing purposes – sell a few more slices of pizza

What’s the difference b/n govt and business?
· Business doesn’t need perfect prediction – they don’t care if predictions are off a little (and I don’t care as much about mistakes)
· If Pizza Hut grows market by 1-2% a year its worth what we put into it
· Govt is looking for needles in a haystack
· Why isn’t the answer “No, that’s impossible”

· If they said we’d prevent every heart attack in America they’d say no, that’s not possible
· It’s a popular cause and no one feels the invasions of privacy are that bad
· No one wants to be the one who votes against it
· So what are the other politics going on?
· Why hasn’t anything happened with the anthrax?
· They knew it was weapons grade anthrax developed by US
· German Greenpeace says we know – won’t prosecute b/c scientist will testify that we were violating laws
· This is much simpler than the terrorists – small number of people could have access – all this information awareness should have come up instantly
· O’H doesn’t discuss enough about the anthrax

· Congress could have said – if you can’t get to bottom of anthrax how can you find al queda cells

Political environment, economic environment
What about local aid to law enforcement?
· Gave police access to tools like the Matrix
· Private companies need to sell to all these locals to make $$
· Ex. NY complains that’s too much going to WY. 
· That’s because it’s spread among all those police departments. You can sell more products.
· Giving private parties more customers
· Police depts were under orders not to engage in intelligence on people – need to get these old injunctions lifted
Choicepoint was cracked 
· Only required to tell people in CA (35,000)
· It occurred in October – FBI told them they had to tell CA
· They were going to keep it secret with help of law enforcement
· Could you sue them?
· No – what could the claim be?

· “You negligently sold info and someone else did something bad with it”
· So go sue the people who did something harmful with it

· We didn’t have duty to you – they followed their own privacy policy
· Politicians love choicepoint – they mean to use this info to gain a few % points
· O’H not clear enough about what the social context is
Ex. Crypto – no one wanted to get rid of it after 9-11, because whole foundation of ecommerce rests on it. And govt doesn’t need to break encryption to see what you bought with your browser b/c they can just go to the bank. Ecommerce IS the surveillance system
How many national security intercepts are currently being done on campus? Why don’t we ask? Does it have to happen to us?
“Fascism comes to America not through the strength of reaction, but through the weakness of the good people” – Tom Hayden 1970

1st A has adapted to new circumstances but the 4th A has failed

February 24, 2005

1st paper before spring break – ONLY 1000 words
What would a const amendment that restores integrity of people to be safe in their effects now look like? What op-ed piece would you write around it?
Press Clause or Speech clause in their 21st century relationship
*Next week - municipal wi-fi 
· Leg moves against it by telcos, etc.
· Writing about the glories of free wireless in place that have it
· Balance of power in free wireless world in relation to what we’ve been talking about

· Also about 1st A affirmative responsibilities of govt – if we can give everybody free communication, must we? 

Grokster
· Lawsuit alleged contributor © infringement

· Service is distinct from Napster b/c no central server
· Grokster doesn’t have any control over content being shared

· So it didn’t violate Sony – can’t be contributory © if subt non-infringing uses
· MGM says – 
· B/c grokster chooses to use P2P structure by design this is an act of wrongdoing that should displace Sony rule
· Purposeful design that prevents control is violation

· Does movie industry really think contrib. infringement itself is enough to force net to take a particular design?
· Relates to arch of net

· It was based on idea of static routing (even though ARPA was flexible)
· Alternate routing may be done, but usu one route followed

· Relevant to how net gets bottlenecked for surveillance

· It is possible to put facility in South Orange NJ to capture packets from Europe
· People realize this arch won’t keep scaling up
· We need more P2P based routing structures

· No servers or clients, just parties acting as both
· It becomes full duplex – runs in both dirs at once

· To Eisner you want a one-way street, big pipe to send to you, little bit to send back your payment info
· Ex. DSL you get 128k up/768k down for $39.99/mo
· If you want more up, they’ll charge you for business DSL
· We never want to give you enough bandwidth to have a server or send out video
· Why can’t consumer decide how to divide it?
· As a carriage provider verizon shouldn’t care, but as a content provider they do
· It’s like a phone that charges one amount to listen, but more to talk
· When you give people the bandwidth (like on campuses) they share stuff – they balance their bandwidth up and down
· Balancing bandwidth up and down gives everybody better down

· Ex. a movie. In hierarchical structured net, the # who can get it are the # who will fit in the pipe. 

· In an ideal world it won’t go to customers. It will go to pumps, each possessing servers w/more pipes out
· Now the total # who can see it is higher

· Pump companies – Inktomi, Digital Island, Akamai (pushes people’s sites by proxy)
· That’s the best that can be done in a hierarchical network
· This pumping becomes a service they can charge a lot for
· The content provider has to decide in advance
· In a P2P system like BitTorrent everybody in the ring gets a piece of the movie
· They all are exchanging them
· The speed at which everybody gets it is based on total amount of bandwidth in the torrent – total of upload + download in each

· That’s why large files can be shared now in the net
· This isn’t just about file sharing – it’s a future for the arch of the net
· It works beautifully in mesh networks – thick clouds of computers connected with thin pipes that are balanced
· Ex. wireless is symmetric protocol. 10mbs wireless can do jobs that faster hierarchical networks can’t do
· This is scary to Verizon, b/c this is the better way to do the phone system
· Skype VoIP works like this
· This is also not ideal for spooks and cops
· Increases difficulty of seeing who sends what to whom using what services when
· If you encrypt the data before sending into the torrent and detection of content is impossible – not just for © owner but for state censor
· To prevent this – cramp people’s ability to upload
· So this is one aspect of the dispute against Grokster
· Who cares if Grokster goes away?
· BitTorrent will be the next lawsuit

· Argument is clear – if you build a network this way you’ve done wrong, just by building it that way 

· Non-hierarchical design is itself a sign on contributory © infringement
· This has been treated as willful blindness 

· They aren’t doing it to harm you – just realizing how the net as a whole will need to be

· SupCt shouldn’t change whole arch of net w/o something by congress
O’Harrow book

Who cares about the public/private distinction any more?

Hard from 1st A point of view to control what ChoicePoint says about me – don’t they have 1st rights?
What if we give right to see our credit reports for free once a year?
· Is that adequate? 
· It’s not just speech – that’s why I want regulate it
· But now when speech works we’re more interested in regulating it
· (Like the functional speech in DeCSS)
· How to tell them from the Washington Post – which can investigate me and publish info

· Can I claim a property right in my information?
Questions (
· So is failing to take good care of that information something for which liability attaches? If you forced them to internalize more costs would that change behavior?

· What if there was a national tort with private right of action?

· Under 1974 fair credit act – you’re not liable for fraud committed if your card is stolen. Only liable up to $50, even if you failed timely to report it. The issuer is liable
· $3 trillion (1/2 GDP) passes thru MC and VISA
· Cost of fraud borne by credit card industry is “only” $6B
· They just raise cost of credit card a little – complete redistribution of losses
· If you make ChoicePoint liable – just a cost of doing business

· Shift in liability won’t actually change behavior
· 30 second credit approval is a big part of American life - that’s what all this data does for consuming America. No more loan approval officers
· ChoicePoint criminals were crooks who set up real companies – so what did CP do wrong?
· Secret Service probably found the CP problem when investigating a fake check cashing service – then told them not to notify people
· Debit cards are the worst – they kept the information stream and you lost the consumer protection
· Can I turn my information into my property?
· Gives me the right to exclude

· When you turn it into property you give owner right to exclude
· But what kind of property right?
· Copyright won’t work b/c of idea/expression dichotomy

· Bush tapes – there’s an argument Bush has ©
· What about a “personal data right”?
· Charles Black article on 9th A claims
· What legal principle do you use to say you’re attached to some information?
· It’s not even the info itself that’s a problem – it’s the second and third order inferences that are made

· None of that is my property – even if I can secure the details of my personal life
· It’s the aggregation that’s an order change in what’s happening
· Ex. John Aristotle Philips thesis on building an atomic bomb
· Went in business in 90s and got voter registration rolls
· It’s a data model – constantly looking for connections in itself
· Data has become autonomous

· Enterprise wants data to answer questions before it has them
· What connections are in there we haven’t thought to ask for?
· That’s data mining
· Under 4th A I have a privacy in a “place”
· Searching was a place-related activity. Now it’s an identity-related activity

· How can we protect our identities like we protect our places?
· The system of surveillance is built by market rationality for market purposes and gets co-opted by forces of order keeping at the end
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MGM brief
· Movie industry is asserting power to control the architecture of the Net itself
· This preference for client-server architecture over P2P is a preference for surveillance over non-surveillance
· Movie industry argues that it permits anonymous connections and people don’t have to log in

· This is argument that the only safe forms of reading, watching are listening are the surveilled forms
· Presents the further question ( When somebody is keeping track of everything somebody reads, watches and listens to and that info is routinely available to a prosecutor on basis of a subpoena, do we care?
· We don’t want you reading anonymously because then we can’t see if you’re violating copyright
· If movie industry wins – that means copyright law requires us to build tech to ensure that infringement isn’t happening

· That raises concerns about fundamental privacy – 

· Should that be a lever in copyright wars?
· EM - If copyright law requires it, then it should be changed
· Ex. Times Film v Chicago and Paris Films
· Specter of library searches by govt was to be deeply afraid of

· §215 of Patriot Act allows for library searches

· ACLU filed FOIA request to see how many – Ashcroft revealed it was zero and ACLU should be ashamed

· A generation ago searches of library was conceived by Justice Douglas as beyond the pale
· This is the question proposed by industry’s concern to prevent anonymous reading
· Copyright should give way on traditional principles – but the no longer apply?

Municipal Wireless

Fundamental proposition – 
· Lessig in Wired – all those photons put out by streetlamps that could have been provided by private companies

· Muni wi-fi is like muni street lighting

· If you had industry arguing against street lamps what argument would you make?
· Safety

· But can’t people choose to pay for safety?

· We’re all in it together and putting burden on particular communities to light particular streets is wrong
· What about wireless? Is it about safety, is it about ignorance?
· Part of the difficulty is that the universality of street lighting is a byproduct
· We never can tell where the powerful people will be, so we better streetlight everywhere

· The right of everyone to have lights is not there – police, fire, mayor want it.

· But muni wi-fi is really about equality if it’s about anything – it’s the provision of universal service that’s the crcial proposition

· What about 1st A?

· Where do we have law about free speech in privatized setting
· How can we attack PA statute?
· Assembly – but they didn’t prohibit a march or something
· What about shopping mall speech cases?
· *Marsh v. Alabama – Jehovahs witnesses want to handbill and can’t in Chickasaw AL b/c it’s private property
· SC, Justice Black – it looks like a town but it’s not
· What look like public places in smalltown USA have to be open

· Its performing traditional govt functions in traditional ways
· People have to be able to speak there in traditional ways

· That leads to the shopping mall cases – Logan Valley Shopping Ctr (1969)

· Union picketing sales office in shopping center
· Union told it can’t picket there because it’s private property, not the property of employer they’re protesting as secondary picketing
· Marshall – shopping mall is replacing trad’l downtown, if you can’t have speech in the mall there’s no place to have it
· Lloyd v Tanner – 

· Powell reverses Logan Valley

· Urban mall in Portland w/Vietnam protesters
· Court says Logan Valley is wrong, tough – it’s limited to its facts
· State Supreme Courts read STATE free expression provisions more broadly than SC read 1st A
· NY Ct App – Chad v Smithhaven mall – no rt in NY

· CA Sup Ct – Pruneyard – CA’s 1stA does acquire access to malls

· HS students in Campbell come to Pruneyard (stores on a block) to leaflet UN General Assembly declaration that Zionism is racism
· Told to leave – CA Sup Ct held they have STATE const rt to be there

· In related US Sup Ct decision - Rehnquist – it’s NOT a taking of property for state to require private property owner to allow peaceful protect

· Is it like saying public has access to use the network
· Network has replaced traditional means of communication

· But Verizon says they can use it, but we charge

· So city decided to create its own

· We’re not even asking for access to private place – just set up our own network
· Then state govt says – this is about home rule, we can say what municipalities can do
· How would this violate FEDERAL Constitution?

· Municipality says – we think muni wi-fi works better for us
· State says – so what? You only get the rights the home rule statute gives you
· That’s conclusive w/r/t the MUNI, but not to the CITIZENS. People in PA may have more rights than city of PA
· Hard to say what the citizens of PA are entitled to – what positive guarantee does 1st A provide?

· Ex. EM’s free Starbucks campaign, set up routers in nearby apts
· That sense that we need wi-fi wherever we go – we don’t feel it like business commuters do
· PA – made a deal you can do it in Philly but not Pittsbirgh
· We want our political view honored that govt should provide to everybody?

· Is the logic “then pay Verizon” the right logic

· If phone was cheap enough – would it be unconst to fail to provide muni phone service?
· What’s the default rule? (nobody’s connected, BFD)
· But does technology change it?
· Ex. NY state guarantee of adequate education to students
· Is a rule that there can be no free muni wireless in TX a violation of 1st A? Is it an abridgement of free speech?
· Considering 1st A as one idea – doesn’t seem hard to consider access to network as protected
· They’re not prohibiting the people from speaking, they are prohibiting govt from facilitating speech
· You are leaving everything in hands of private companies
· Do we conceive this as an obligation or a limitation?
· Rules against muni wi-fi seem more like restrictions than limits on welfare rights – we’re not asking for something but what govt wants to provide

· It’s like saying “there will be no public schools” in this state

· Should state only be able to intervene if market fails?
· What does it mean that there is private access? This is engineered in a way that only a profit-seeking company would architect it
· What would municipality have to show?
· What if there’s affordable access but its crummy or badly designed?
· What if there’s access but I only get download capacity and not upload capacity? What if muni wants to help small businesses by providing more upload capability to run servers?
From Verizon and SBC’s point of view the stake is the very survival of telephone service – afraid P2P VoIP system like Skype will replace Verizon
· What’s big VoIP problem in FCC docket? 911 – how will people dial it
· Companies say – you made us do all this 911 stuff, now you’re going to let VoIP exist – make them do all this expensive 911 stuff
· Spooks and cops also suspicious – don’t want encrypted communications over muni systems
· Cities aren’t even arguing for right to connect, but maybe they will have to

· Seems like citizen has stronger complaint than muni – this is a public forum and I have a right to be in it

· Even if muni charges private networks will pop up around it and people will connect to them – eventually it will be free as in beer and cities will advertise it
· Ex. Cisco ad with “Office Park”

· Isn’t the sales pitch that your employees will be connected all the time in Philly? That’s why Pittsburgh should be pissed

· State of PA says no you have to deal with Verizon
· What’s the antitrust possibility? (by whom??)
Layers a lot of questions on top of them – fate of telephone, control by content providers, e-government, relation of free and open networks to human capital development
To what extent do we make human capital development potential by opening up networks and property barriers, by increasing universality of access?

· Ex. Brazil geostationary satellite access – goal to provide uniform govt communications across Brazil
· If you do it for govt, why not for everybody?

· Can we provide a universal wireless network that reaches all of Brazil – eliminating infrastructure part of digital divide
What does it cost for small business to run web store these days?
· Hardware is cheap or free
· What does telco cost? Server w/fixed IP and enough bandwidth to run a store?
· Cheapest is $125 a month!

· In muni network it’s $0
· This is great subsidy for creating small service sector
· This highlights that there are results the private market can’t reach – they are inaccessible
The first mile of internet access is now the cheap easy mile, b/c it’s wireless

It’s always been the last mile that was most difficult to engineer
· Ex. Apple’s idea in early 1990s to create networks that would allow school district to have one central place connected to net by wire and wireless to other schools (WiMAX service)
· *NII band proceedings before FCC in early 1990s
· Ex. mesh network cube from Germany
· Muni wi-fi doesn’t require much municipal building b/c 1st mile is so cheap now – rest of the mesh gets built by people themselves
· EM – this is less like displacement of private economy, more like provision of private economy that’s radically less expensive
· It’s like providing clean drinking water to attract businesses
· Won’t there be bottlenecks in these wi-fi networks? If 1 out of 6 nodes is connected to mesh you get full throughput - You just need community endorsement and enthusiasm
Are there other examples of state laws prohibiting munis from going into certain businesses? 
· Yes, statutes preventing munis from providing electrical utilities

· Municipal gas stations shut down by state legislation (where?)
· But we can’t make a 1st A argument for right to gas
· Anything about impairment of contracts? 
Free speech – why do we mean by that guarantee?

· 20th century saw this as negative right – prevention of interference with liberty

· Except in Hague v CIO or forum cases – where we glimpse a positive obligation

· But 21st century technological conditions raise the positie right question?

· Can provide affirmative rights to speech easily and cheaply

· (More feasible than giving everyone a printing press)

· Should we require that the mesh come into existence?

· As verizon goes out and prohibits the free muni networks and builds for-profit networks using the spectrum that belongs to US – is that “just politics”?
· Is there some limit on what the state govt can do?
· Where does public’s power to protect the public space get constitutional protection? Never? 

· Clear example of how public/private distinction works in 21st century

· It’s a backdoor way of them making this spectrum their property

· This is wireless – its intrinsically public from the get-go

· They are saying they can’t use public property in public-regarding ways b/c it competes with private companies

· Why can’t muni claim the right?
· In American law muni is a creature of the state (not like in Europe)

· That’s why citizens have a stronger claim – they are rights bearers under US Const law
· State govts routinely behave that cities are their creatures they can order around in any way
· If state actually says “Philly you have no powers we don’t give you and we don’t give you power to fight with us over this” it’s hard for Philly to resist

· Citizens will say – these are public airwaves and we want to use them in a public way
· Muni may say they get derivative rt to build networks on behalf of their citizens
· Why do we say “they have a right to make a profit out of this”? Do they?
· Ex. NYC gave Disney access to Great Lawn in return for $9M to show Pocahontas
· They privatized it for one night to pay for rebuilding
· EM still thinks it’s wrong – how can Disney make a profit-making private space out of Great Lawn of Central Park?

· What if state said “no one can make muni use of Great Lawn ever again!”

· Can’t state sell state-owned property to private companies for good?
· There are exceptions – one of them is the electro magnetic spectrum
· It’s managed in trust by federal govt
· NY could sell Central Park away in toto, so why not rent to Disney for a night? But he can’t sell 94.5 FM, he can’t license or loan it away
· This is wrapped up with the broadcasting – but this problem is going to happen first
· Maybe this will create ammunition for destruction of broadcasting
· Ex. public streets – could be equal protection claim
· You have some public streets but others have to live in world of private streets
· Problem here is that we don’t have this partially muni/partially private network

· Even in a const regime that favors the private, when it’s not provided at all muni should be able to do it (but some states have even prohibited this)
· Two conversations in parallel
· Is Verizon being unfairly competed against?

· Is the electro magnetic spectrum being fairly used?
· Could we reallocate CB radio frequency? Not the ideal spectrum we want (big antennas, etc.)
· We’d want 2.4 – 4.8 GHz
· This gives us short antenna lengths, etc.

· Which has a lot of stuff in there – cordless phones, wireless card, future techs like WiMAX
· You would spread everything through it
· Could provide everybody in US all the time bi-directional wireless that’s better than the wired in this building

· Part of the point is that channels 2-13 are supposed to be coming back to us soon
· After cutover to digital TV these are coming back into public use
· Won’t be used for 3G cell phones (antennas too big)
· Can we trade some of this for spectrum we want? (And give the rest to the evil people)
Back to trials, etc.

March 10, 2005
Bloggers & Press
· CA court struggling with problem in Think Secret Case

· We said if he’s doing better he must be press

· They came to opposite conclusion - said he’s NOT press b/c he’s doing SUCH a good job – it must be crime!

· Fits dark side of 1st A theory – the more effectively you speak the more likely to be oppressed

· Holmes – silly leaflet by unknown man

· Very effectiveness of the blogger means he CAN’T get benefit of CA shield law

· What should be simple conclusion – he’s press b/c he scooped WSJ - becomes he’s not press b/c he scooped WSJ

· Look at the White House – mystery of Jeff Gannon
· The man who doesn’t exist but is given a press pass day after day

· Unlike the blogger who can’t get a pass

· WH says – does that mean everybody should get a pass?

· No it should be a web site that discusses WH and not homosexual escorts (but Gannon had both)

· DC Circuit FEC – you made irresponsibly vague and obscure rules about whether blogs constitute independent expenditures
· Careful ducking by FEC has been upended by Ct of App

· FEC can’t just mumble – anything it says will be wrong

· If it says they are making indep expenditures and applies campaign laws – they will get attacked on 1st A grounds

· If they say all those web sites are NOT indep expenditure – they will get hammered that congress told them in McCain/Feingold to control campaign expenditures and control Swiftboat vets type stuff
· FEC will try to waffle again – all this decided based on high school site to vote for Bush
· Reminds us – the question “Is the blogger press?” is NOT just theoretical – it’s a REAL problem and it’s a difficult question
· It’s because of an effort to maintain diff b/n speech and press clauses in 21st century

· That will be bad news for “the press”

· Also bad news for the GWOT people – who don’t want to hand out press passes to everyone at WH
· Should have an online conference every day, let everybody in

· Attempt to take Speech clause seriously – to provide access to the kinds of info that was quasi-incorporated in Press clause goes further than most govts will go
· MD Baltimore Sun example
Bad behavior of data warehouses

· Lexis Nexis just announced – they wanted to be the third to say it, so no one will remember
· What’s interesting is the congressmen – they sound concerned at the moment (may not last much longer)

· Concern is just a diversionary tactic – they’re talking about the carefulness, not the problems we’ve been discussing
· Senate is good at enacting stuff all the lobbyists have already agreed to- good at enacting industry consensuses (e.g. Bankruptcy bill). Also good at shaking business down for contributions
· Chuck Schumer shaking down data warehouses on behalf of Kodak (last big employer in NY) – they want to get into the data business. IBM would also like to help and they’re NY company too. Want to break up current data oligopoly
· Expect to see Senators from New England involved b/c densely populated by people who are concerned about ID theft b/c they can lose a lot of $$ (like rich NYers)
· All they talk about are the data “on the loose” – not the data that’s “safe” in their hands
· NA vs Europe – 

· Supposed to be a wall that keeps EU data in EU and let’s them control it.

· Supposed to get permission for each use

· Can’t ship to countries that don’t have equivalent protections

· Jamster company – sells downloadable ring tones
· Now owned by Verisign – your guarantor of good e-commerce ethics in NA (certificates for SSL)
· It makes no $ so they are breaking their own rules for profit
· Privacy policy – by downloading to your phone you have agreed that we may have as much personal info as credit check gives us, and info on cell phone usage and do whatever we want
· Big pipe for taking EU data and moving to NA
· US owned company has a right to do a credit check and access to your cell phone # and other good stuff
· Will produce good EU data to sell back in EU – after being laundered of EU data protections
· Most EU law wouldn’t even view this as a valid contract!
· All this law misses the LEGIT uses of data we’ve talked about in class

· But it’s still useful, we’ve got willingness to get insurance against data theft (anti ID theft coverage – our trained guy will undo the harm for you)
· But why should I have to buy insurance, not them??
· Not only obscures the problem of the data that isn’t stolen
· But also shows that remedy is the cost the consumer bears

· Somebody demanded that data and got it. It’s capable of harming me if they don’t take good care of it. They don’t and I’M supposed to insure!!
· CP now says we’ll give you no cost credit monitoring for 12 months (how nice!) Thieves will just wait 12 months.
· But once SSN and mother’s maiden name are compromised there’s no getting them back – can’t switch to something else
· We always used some data that couldn’t be changed

· Proper behavior on compromise would be to have PSEUDONYMITY
· If 1 ID gets taken I use another

· Like short expiry credit card numbers are a partial assistance
· Congress really should tell us ( You have to assume all that supposedly secret info is known everywhere
· You’re functioning with a blown identity 
· Ex. PeopleSoft at Columbia
· We’re getting rid of paper paychecks at Columbia

· You can see on the web and even change your direct deposit numbers
· Use your uni and password – but those are blown all the time around here (telnet, POP3, IMAP)
· You could steal $ by changing their deposit numbers
· EM offered to show passwords that had been broken

· CU said - bad to make people change pwds b/c they write them down
· But putting more info behind blown pwd is more dangerous!
· In a world with shared control over you – how will that be technically exercised?
· Govts have failed in obligation to tell people what the effects really are
· National ID card – you won’t know what it is, but we will
FBI announced $170M on NO virtual case file system
· So we think - Why should we worry about govt snooping – they don’t know what they’re doing!
· But that doesn’t mean NSA or CP of BofA are as screwed up – FBI has dependency on others to store the data for them
O’Harrow stuff – these systems don’t seem to work anyway
· There are different stages – first is data collection
· It used to be that subpoenas and warrants stopped COLLECTION

· But now that data is being collected by private entities

· They have narrower goals than the info they are collecting
· Walmart collects purchaser info – may not use it yet
· In privatizing collection you change the LEGAL environment substantially
· 18th century rules limited GOVT data collection – but govt doesn’t do it anymore

· The next step is analysis – 

· Process of analyzing data is uncontrolled by 18th cent Const rules –may be uncontrollable anyway

· Can’t tell people what they can’t think about

· Expression of info about persons is subject to some legal control – e.g. EU data protection law
· But rules that keep govt from spreading info w/in govt work badly

· We want more data sharing within govt (tear down the Chinese walls)
· The tech environment for analysis is getting better all the time
· Ex. before 2001 you couldn’t introduce info gleaned from foreign intelligence services in criminal proceedings
· Patriot Act removed that restriction
· No it’s encouraged to introduce foreign info – it ends up being given preference, since US intel doesn’t want to testify
· Of course, the reason we kept it out is b/c they like to lie
· Becomes valuable to prosecutors and our own intel services

· So they trade info with us (ex. Win Ho Lee)
· Once you’ve effectively lifted the rules about sharing for a while, unsharing is something you can no longer do
· So even if they don’t have the high-tech Minority Report system yet, they have all the data

· We’re just waiting for the right computer program
· This is also privatized – this is a COMMERCIAL business and govt will derive benefits from it

· If it’s done right – won’t problems disappear?
· Like ID theft – it’s discovered b/c of commercial models of behavior
· Ability to detect illegit transactions becomes better
· Inaccuracy ceases to be the difficulty – but accuracy is the problem 
· E.g. the presence of shame
· Things you don’t want people to be able to guess
· Accuracy means the ability to target conduct which is yours – but thought it fell into right to be left alone
· But wouldn’t it be better if we knew everyone was gay?
· But there are whole ranges of information where we can’t predict the future and we don’t know what info we will want to take back
· We don’t know the future course of our life – If you knew you’d be nominated for SC you would know what not to do

· E.g. actual questions of opposition and danger 
· The list of men living together in Montgomery AL isn’t because they are ashamed

· It’s about measurable social consequences and people’s desire to have control over them
· Some social problems are solved by obscurity – its been that way for a long time
· Actual computational transparency really is a fundamental change in human social arrangements
Public Trial
· We used to say it was a thing that happened in a place (the courtroom) and then jury went into a secret place and decided.
· You pretty much had to predict juries blind 

· But in a world of computational transparency the outcome will be known

· The selection of people for jury is controllable
· This has been going on for a long time w/consultants 
· They worked on some data from juror questionnaires, body language, clothing, etc.
· By late 90s you could talk about getting more info on jurors

· But govt wanted anonymous juries 
· Started with Guiliani in mafia cases in 80s
· Great danger isn’t that it violates 18th century ideal
· The problem is they are NOT anonymous to govt, only D

· Anonymous juror still have CP record, etc.
· If that’s routinely purchasable by prosecutors then D is picking blind and they aren’t

· We’re thinking about a “space,” a “location”
· Just like 21st century searching isn’t about a place, it’s about Ids

· The 6th A stuff also applies to PLACES

· D entitled to speedy and public trial, eff assistance of counsel, confrontation of witnesses
· But those aren’t about what goes on in the room, but outside the room

· Massiah – if govt is recording D after indictment are they interfering with his rights?
· Yes – interfering with eff assistance of counsel

· But in world of total surveillance all the time – what does that mean?
· Your client’s out on bail and he’s watched by the cameras, etc.
· Is effective assistance denied?

· Massiah only comes in if GOVT asks him

· Ex. client who went out of country – did he buy porn in Amsterdam? Were they spying on him?
· Today they don’t need to try to surveil him, just use the private system
· What sense does it make to say that certain surveillance violates 6th A
· Massiah no longer means anything

· Direct surveillance of criminal defense counsel is so common

· Ex. Judge L’s family. Questioning Matthew Hale
· Yesterday his lawyer says Hale’s mother asked him to send a message and I refused
· Why did he do that? 
· He’s worried about Lynn Stewart case
· He assumes/knows they’re listening to his phone – they’re routinely tapping his phone
· We used to think it was effective assistance of counsel to practice defense law w/o your phone being bugged
· We thought only KGB bugged defense counsel
· Can he get effective assistance of counsel with a bugged defense lawyer?
· Apparently not, since his lawyer went to the papers

· DOJ decision to allow prosecutors to surveil defense counsel with careful approval (by Reno) – to prevent them from helping with ongoing criminal activity. She was doing it for drug transactions

· This shows that taint teams aren’t enough
All of this is because it’s NOT the “courtroom” anywhere
· The space where effective  assistance occurs is the information space 
· If you asked to search a lawyer’s office a judge would wonder what you’re smoking

· Old debate was over subpoenaing fee records in mob cases
· 2d Cir - You have to keep fee records so we can subpoena them, you’re in contempt 
· Not as severe as sending Stewart to jail – but that was the controversy then

· Subpoena to search Ivan Fisher’s law office 
· But who cares, it’s all in CP now anyway

· We live in a more surveilled space – lawyers, jurors, defendants
Speedy and public trial 

· Does it mean publish on the Net? No
· Does it mean transparency on side of prosecutor? No

· Info on judge? No, not after Lefko situation (they’ll have the kind of protection we’d all like to have!)
Dutch story in NYT (or free RSS feed) – under house arrest after being threatened
Is a judge under that kind of safety control an independent judge?
What does “public” mean in public trial?

If Massiah meant anything it meant there’s some “space” around a lawyer and his client government can’t reach into at all

March 24, 2005
Bloggers v Journalists (cont.)
· Getting close to CA courts looking at trade secrets and free speech

· Maybe Think Secret is not a journalistic as WSJ – but that’s a self-fulfilling prophecy

· Sources won’t talk to Think Secret b/c they can be revealed

· But that means you’re licensing journalists – and there are as many cases about licensing journalists as licensing newspapers

· But if you can’t license them – then you shouldn’t be able to do the same thing in law

· You’re fundamentally determining whether to license him or not when you decide to apply shield law

· Think Secret can say our sources as anonymous

· Response- then you just print rumors and aren’t a journalist

· But people have to be anonymous b/c NO shield law!

· All this occurring against trade secret background

· Pretty normal trade secret – future products, told to employees under NDAs, definite primary liability for the ee who told him
· What’s the 1st A justification for this approach?

· Compare to CA Sup Ct in DeCSS – 

· It had much better argument for 1st A since tech was already out of the bag

· Stronger argument that in Think Secret

· What will happen?
· Will they try to come up with criteria?

· How could a statute define a journalist that could square with Constitution?

· Free Flow of Information Act

· Ex. mainstream news decided not to see if count was messed up in Ohio. 

· If mainstream media told us every that 50,000 children died, then bigot crashing into building and killing 2000 people would be in context
· If someone covers that story, does that mean he’s not a journalist

· What if everybody could be a journalist if he wanted?
· Everyone would be protected by shield law

· What would that mean?

· You’d have the same right to publish as everyone else 
· So should we have a shield law? We either have to say no, or say yes

· That would give everyone a general right to convey what info they want and if someone asks where I got it I can say drop dead

· If I can’t have that right no one can

· You can’t give it to Rupert Murdoch but not me
· We probably wouldn’t get shield laws
· People would probably do their own anonymous publishing instead of giving to a journalist that would “betray” you
· Info will probably come out, but people will have trouble evaluating it
· Govt video news releases with people pretending to be journalists vs Think Secret
· As readers we want someone to evaluate the anonymous speakers 
· If I just see “an anonymous person says X” its hard for me to evaluate

· If someone in between says I’ll hide your name, but I need proof etc., can give us more info to judge credibility and motive

· That’s what the shield law bargain is allowing

· Ex. Miller in Plame case 
· Bargain should be ( we’ll shield you if you publish

· Similar bargain for information disclosure to copyright or patent
· If you want to avoid subpoena then publish
· See Dan Gillmor discussion of Free Flow of Information Act

1st A closing comments 
· While we’ve been talking about surveillance the broad world has been looking at collapse of radio and podcasting

· Podcasting –

· There’s no particular problem with putting a sound file on a web site
· There’s also the world of RSS (really simple syndication)

· Web sites tell me when they post something new

· Software on our end that does aggregation

· Put the two together and create client software that looks for new audio in some particular place and sync it up with your iPod

· Relation between personal player, web site and RSS
· Put your iPod in your cradle and it will get it

· This is broadcasting w/o broadcasting – radio being changed in a fundamental way
· Do the same thing with the PVR in your house – you wake up and there’s video from your favorite places
· Syndication and pull are becoming a way of constituting TV
· Could do it with laptop, game player, etc. Like Tivo To Go
· None of this depended on ownership of spectrum – could be done with generic IP bandwidth
· People who wondered if Eben was right that everyone could be a TV station must agree that everyone can be a PodCaster
· What do you do with the journalism question with 4 examples – 

· CBS evening news with whomever

· We report, you decide from Republican Party
· I’m Karen Ryan reporting (PR flack pretending to be a newswoman)
· Video cast to PVR by “amateur” newsman

· Do you say 1 is “in” for 1st purposes and the others are out?
· Hard to make the technical carriage determinative of whose a journalist
· Unless your criteria is – is this a servant working for some rich person
Trial Rights

With 4th A we noticed that 18th century it was about places, space
· We learned that 21st century searching was about data, identity

To 18th century – public trial was a PLACE

· It means physically you will be able to attend

· What should public trial mean under 21st century technical conditions?

· Is it really about place?

· OJ trial had X number of seats that were available to the public

· Does that really make it a public trial – in a place you would have to wait in line, get kicked out after a few minutes

· Under 21st century should it mean access to all evidence by everybody?
· The accused shall have right to speedy and public trial – NOT the public shall have right to attend any trial
· But D often doesn’t want public

· Courts have to decide b/n D’s idea of fair trial and news media’s idea of public trial

· Who bears the rights?
· If it’s the D’s, then the news media loses
· We can limit publicity in interesting of fairness

· What about sealing and secret evidence?

· More of an issue in civil cases

· No right to report sealed info in civil cases

· Where it hasn’t been sealed there is const rt of access to it and scientologists don’t have right to get it back

· Justice system acting as neutral arbiter in private dispute

· We’re headed towards an actual harsh confrontation about public trial


· Cases assumed it was about the courtroom

· Suppression of circus atmosphere – Sup Ct said it could result in unfairness to D
· But intrusiveness is not that characteristic of videotaping today
· If there’s a right of public trial shouldn’t all evidence be accessible all the time

· Why does access to evidence compromise fairness?
· That its difficult to maintain a neutral decision-making judge/jury

· Ex. in UK you can’t publish about ongoing criminal trials, same in Canada earlier (sub judice rules)
· Ex. Karen Himulke case in Canada in 80s – considered shutting down usenet feed to country but couldn’t and couldn’t maintain Canadian sub judice rules
· That it reduces public acceptance of the jury verdict

· One thing you can say about juries is that “the jury heard all the evidence” but people will think I heard all the evidence they did, they were wrong

· Ex. O.J. case was so watched that lots of people thought “I saw all the evidence and I’m as good as them”
· Are they? If you watch a trial on video have you “seen” it?
· Importance of what it feels like to be looking at evidence as someone who’s responsible for deciding
· What about diffce of watching on TV vs in person?

· Camera angle and points of view matter
· We want to see them in the moments when they aren’t testifying

· In favor of video – access to slow motion is transformative to read faces
· Trial lawyers know you can make bad moments disappear by ignoring or distracting the jury
· The argument that the whole trial should be routinely available, complete and auditable is a strong argument
· Trial becomes not a space but a multimedia event that can be saved

· It’s not like Gannett – would your participation in this trial be too inflammatory? It’s “does the fact of recording a trial change what it is”
· Public trial becomes like the speedy trial – it’s a prosecutor’s right
· D’s actually want trials to take a long time unless he’s in jail

· Like other areas ( we’ve gotten into a balance but the store-everything-forever Internet drives us towards extremes
· All shield law or no shield law

· Completely public trial or not at all

· Anonymous juries – 

· Created by Guiliani in Pizza Connection case about Sicilian mobsters
· On appeal the 2nd circuit said judge hadn’t abused his discretion by keeping names in confidence
· The one group it really affects is the jury
· It’s a big thing for prosecutors – it sends a signal immediately that these people are dangerous
· Ex. Kozlowsky (?) case – jurors name published, public evidence, etc.
Confrontation Clause – 
· We say that people have a right to confront the witnesses against them – 
· Reason is so that you can cross examine them
· That’s the real art of litigation – compared to direct examination, which is easy and teachable
· Cross exam relies on constant interaction w/witness

· In all cases are you entitled to it

· Child sexual abuse cases – technology makes it possible for child witness to be “confronted” in less confrontational way
· First, can you keep D out of the room

· Second, can you move witness out of the room, like CCTV so child doesn’t have to appear in the courtroom space
· Fundamental questions played out by SC are prejudice – could one say that no fair trial could have happened given this?
· We could use the same technology on the other side – 
· When is it absolutely necessary for D to be present

· Couldn’t you give him technology as good as being there – video, signaling technology, etc
· Should that fully satisfy the confrontation clause?
· Will we really say his const right was to sit there and stare at the kid? You could – it is about “confrontation”
· It’s the actual face-to-face that’s protected – isn’t it?
· These cases are based on a narrow balancing

· Now courts may say the D is “virtually” here – to keep out unruly Ds
· As courtroom becomes less a place and more a digital entity the public trial and confrontation clauses will come head to head
March 31, 2005
Secure Flight – see report on web site
· People are asking - What good is secure flight to us anyway?

· These are people too dangerous to let fly, but too innocent to put in jail?

· Why not spend the $$ to see whether they’re actually guilty or not?

· Ex. Amtrak – only spot checks random people to see if id matches your ticket
Alternate Constitutional Theory

· It’s difficult to locate const provisions and language that works for us – 

· There’s a lot that works against us

· It’s not the bill of rights isn’t good, but it doesn’t work in 21st century

· That’s because places were searched then, IDs now

· Back then you could look around to see who was “the press”, but now everyone is

· Hard to talk about quartering soldier’s in private homes today, but you can put surveillance cameras everywhere

· The problem is that there is stuff we “feel” is our right but doesn’t correspond to 18th century constitutional language
· So what would a process of const repair look like?

· We promise people, and most Americans believe it, that we are a civilization respectful of civil and human rights

· When we consider all the difft way the reach of govts intrusion into people’s lives have improved, when we see civil society

· We wonder what would a bill of rights for now have in it?

How are other people/countries managing?

What tools might we already have available to us?

Sup ct does a better job of expanding rights than states and congress do of writing them
· Since giving 18-year olds the vote we haven’t amended const to expand rights

· We’ve spent a lot of time warding off or debating potential const provisions to reduce rights (e.g. reproduction, flag burning, gay marriage…)
· But we haven’t significantly debated substantial const provisions to deal with new technologies and preserve liberties
· Other societies have done this
We have some tools available to us where const change might occur – 

· Goldberg’s opinion in Griswold

· One time where Sup Ct justice woke up and stumbled over 9th A

· Interesting at the time was that it suggested a path for const recognition for rights of reproductive autonomy for people on basis of “rights retained by the people”
· Sometimes someone makes an actual attempt to apply that logic in real life
· “Non-disparagement”

· EM reads 9th in historian’s way – he sees 17th century English problems and he knows whats being talked about
· Ex. assembly and petition – knows they had in mind events in England in Summer of 1688, ability to bring petitions to power, trial of 7 bishops for presenting petition to King

· But that’s no reason to be an originalist

· But 9th A – genuinely doesn’t know what they meant

· It’s an interesting provision – can’t refer it to specific historical events
· What does disparagement mean?

· Telling people how to read “The Bill” – they treat the bill of rights as a piece of legislation

· If you read John Marshall you’ll notice he reads Const with a strong statutory eye
· Ex. Marbury, Coens, McCulloch – occasions where argument about Const is resolved on the Preamble, order of words in Supremacy Clause in Marbury
· Later const theory treats preamble as mere rhetoric
· Could think of 9th A as attempt at a construction rule

· A standard principle of stat construciton is that enumeration of some possibilities is exclusion of the rest – so that statutory lists are exclusive unless indicated not to be
· “Just b/c we wrote these down doesn’t mean there aren’t others”
· This does bear historical importance in Const law – before and after WWII there was consideration of language of 14th A w/r/t 
· “No state shall deny” – “due process”, “equal protection”

· What’s in the due process guarantee of 14th A?

· After Slaughterhouse due process was judicial holdall for feelings about state legislation – “substantive due process”
· Legislation that fed judges didn’t think we wise might entrench on due process rights of parties like RRs (Lochner, etc.)
· After 1937 – if due process isn’t broad general power for judicial intervention in state legislation, then what is in there?
· 3 theories of 14th A Due Process clause– 

· Due process of 14th is broad general proposition like “the traditions of our people and our law, ordered liberty” (Frankfurter)
· Others felt it wasn’t definite enough, didn’t limit power of fed judges to intervene 
· The incorporation theory (Hugo Black) – the DP clause of 14th incorporates the Bill of Rights
· The fed bill of rights are all rolled up together in DP clause and made applicable to the states 
· Maybe less, but certainly not more

· At least Black’s theory was simple and textual
· But there were states that really weren’t going to have grand juries, jury trials over $20, etc. – so it was truncated

· But it was a middle ground approach until 1947

· Incorporation Plus+

· Justices Frank Murphy, Wiley Rutledge

· Opinions that said DP clause provided NOT JUST protection of fed bill of rights, but MORE

· Not some squishy thing like Frankfurter – but a definable list of rights, taken not solely from bill of rights

· This literally perished when they both died in 1949
· Then Warren court revolution was built on Black interpretation
· So basic theory ended up being “partial incorporation”
State action doctrine

· Barron v Baltimore – takings clause, understood that fed bill of rights only constrained activities of fed govt.

· DP and EP clauses of 14th A only constrained state actions

· So the DP clause applies some portion of bill of rights to state actions

· Rights good against govt, not non-govt parties

Amendment IX

The enumeration in the Constitution, of certain rights, shall not be construed to deny or disparage others retained by the people.

9th A is part of bill of rights - Is the principle of non-denial also part of DP clause?
· Nobody discussed this until Goldberg in Griswold

[“disparage” = 1 : to lower in rank or reputation : DEGRADE
2 : to depreciate by indirect means (as invidious comparison) : speak slightingly about]
· Lawyers don’t really argue it, except in amicus briefs

· Ex. Casey brief EM was going to submit
· Argument that you gave people const rts and let them exercise them for an entire generation. So they believed they possess them, just like any other.
· Then you announce one its not a right anymore – for first time in US history you take rights people thought they had

· EM - That’s disparagement and violates 9thA

· 9th A could push them to adopt the quiet, narrow, peaceful argument about precedent
· But theory of disparagement still seems like a potential theory
· What does it really mean to say that we have all these 1st, 5th, etc. rights that created a zone of privacy that protects you from govt snooping if every time you limit it to its facts
· Ex. case involving carrots contract, another case about potatoes. 
· If they had done that with all problems involving new technology (“that was walking on the ground case, this is a helicopter case”)

· If every case said you don’t have an expectation of privacy b/c you’ve never seen these exact facts before, they’d be disparaging 4th A

· Seems like we run into an actual disparagement problem

· To say theres no reasonable expectation of privacy except where we’ve already ruled, then we could make disparagement argument
· But that’s not quite what happened – they wrestled with the issues, sometimes yes/sometimes no

· But the WHOLE PATTERN is that courts restriction about places to be seized makes no sense

· 4th A dead b/c its an 18th century sentence about places and we don’t search places anymore. And we don’t use cops b/c their dumb, so we use ChoicePoint
· Fed prosecutor agreed – even he’s afraid of CP

· Everyone agrees the old rules about search and seizure don’t work anymore
· Is pretending that they still work a disparagement of rights?

· Passive vs active role of rights
· To keep same level of rights YOU HAVE TO CHANGE SUBSTANTIVE DOCTRINE – that’s a stronger requirement to put on judges

· What if we had a privacy provision like other constitutions?
· We’d have state action problem ( we’d have a disparagement problem

· We could have asserted under 9th A 
· If you put a one-way ratchet on 4th a so it could only go down – that would be disparagement
· 4th A only applies to 18th century technology?
We are facing a slow motion constitutional crisis. But it happened so quickly we didn’t even notice it. We focus on little problems like “are bloggers reporters” – what will we really need to see is that whole scheme has changed!

Judges are wary of saying there’s this broad provision, let’s use it – b/c of fear of anti-democratic judicial action
9th A is invitation to manufacture new rights – we have a suspicion of that, esp Republican party
If it is possible to do with a subpoena form everything you could do with a search and 4th only applies to searches which way do you want to go?
· Camden’s formalism – attractive in some ways

· The other way – if subpoenas can be used like that there’s no 4th A anymore and you have to do something about that

Rights retained by the people (also in 10th A) – a sense that rights are property you take around with you.
· You take them along with you during subsequent social development – of course they change with you

· Imagine if they treated Takings clause as saying you only can have the value of the property in the state you acquired it (Lucas)

· Imagine once upon a time you had a rt to privacy, you carried it along with you from a world with no TV to a world with video cameras everywhere

· What does it meant to say you retained it? 

How would we draft something that’s good enough now?

Try changing 4th A (
The right of the people to be secure in their persons, houses, papers, and effects, against unreasonable searches and seizures, shall not be violated, and no Warrants shall issue, but upon probable cause, supported by Oath or affirmation, and particularly describing the place to be searched, and the persons or things to be seized.

What about ( Collection of info from places legitimately expected to be private shall not be investigated (?) without judicial review
Right to be notified when you’re being investigated – 

· What about undercover cop?

· But criminals already know they’re being watched, it’s the innocent who are shocked

· We worry about the wiretap, but we take undercover cops for granted

18th century assumes warrants – that is an open document you always have right to read
It was a world where searches were supposed to announce themselves

Erosion is the primary form of disparagement 
What are the buzzwords const uses to proscribe behavior? Cruel, unusual, excessive, unreasonable, speedy, effective, etc.

EM – most indistinct language in US const was $20. Time made perfectly clear that was ridiculous.
Secure against “unreasonable” investigation…
Any guidelines about use of civil society data gathering mechanisms is reasonable or unreasonable by default?
We are in a world where default rule is that if civil society collects it, govt can use it. Because 4th A put all its weight on govt side – state action, and understanding that the objectionable thing was the knock on door in middle of night

What do we do about civil society? 
· At least have govt give notice when they use private data?
· But then they’ll just take everyone’s data!
Judicial review – we want 180M accounts from CP. Judge asks why? Because of terrorists. But judge says, I’m in there too, so I need more.
Problem is that subpoenas are only endorsed by court clerk 

Maybe if we put the judge in between ( “no govt access to civil society info about individuals shall be collected except for probable cause”
What about a right of anonymity?
“Right of citizens to undertake conduct not otherwise illegal in protected anonymity shall not be infringed.”
Even if we dealt with many questions in favor of govt we’d still get reading, walking down the street, traveling, etc.
Haven’t we realized yet that if we don’t do something we won’t be able to do anything anonymously anymore? (Not aware of any const that speaks to anonymity directly)
Next 2 weeks ( 

Continue w/const drafting exercise

Possible legislation
Practical problems in mobilizing political support
Bring 1-2 sentences we think belongs in a statute
April 7, 2005
2nd paper by end of exams
SSN – 
We ended up w/a technical and social problem by thinking we could use this 1 unique number to identify us

And when its blown it can’t be reissued

What can you do with SSN?

· Check someone’s grades
· Check credit card balances

· Access bank acct over telephone with 1st 5 or last 4 digits

· Add in mother’s maiden name – those are the 2 secrets that say you are who you claim to be
· And neither can be changed

· Once they’re blown, you’re blown

· What’s the big deal? I need to do things like consolidate loans
· If anyone wants to steal my identity they can anyways, I just have to hope it’s not me
· Then why lock your front door? Not many people get burgled each year

· It’s a LOT harder now to protect SSN
· We’re not the only society that made a bad decision in the 60s to make a single Id and link it to everything
· You can make decisions to socialize the fraud costs
· That’s what ends up happening – the friend gets off in TX and $100K is spread thru all of us

· But the amount of loss is v. high, and lots of personal inconvenience
· So you can spread the losses around so society absorbs ½
· We’re talking $1 trillion/year in credit card fraud

· We’ll have to have some legislation
· We’ll need a statute that says you just aren’t allowed to use SSN in interstate commerce
· If we had secure digital cash and anonymity in eCommerce we wouldn’t have had these problems
· What about ebanking or egovt?
· In Europe, secure digital payment system – digital cash on a smart card
· Bank gets out of business of handing over cash at time of payment

· We still could go to a public key infrastructure
· It’s a collective action problem – 10s of millions of consumers it hasn’t happened to yet - this is the most important consumer issue for next 10 years
· Slow motion problem like an epidemic
· Moves slowly and people’s lives aren’t absolutely ruined

· It won’t rouse everyone’s ire about the cosmic injustice of it all
· What can I do about it anyway? People think
· People think cash is a bother, pay for credit cards with everything

· E.g. credit cards in taxis – the data is sitting there waiting to be stolen, the papers are right on the seat
· Isn’t that why we have code on the back? But that’s in more systems now, so that’s getting blown too
· And that’s a credit card # we can change
· Need to think more about the IDs that don’t change

· Breach of SSN is a serious problem b/c we can never change it again
· And now you’re legally required to only have 1
· But this was good technical design a generation ago and now its come home to roost

· Problem to think about the legal and technical engineering of these decisions ( they last indefinitely long
· The decision to make SSN legally unique was made in mainframe era when people should have understood its consequences
· If you maximize the cost of asking for your SSN, asking for it will decline

Authentication and Identity
· Not the same thing

· Identity is the bundle of things about you

· 2 questions (
· How should we authenticate ourselves in transactions in civil society?

· What control can we exert over identity in a world where info is shared?

· Authentication
· 3 point id systems are valuable for what they permit
· Something I know/something I have/something I am
Maybe it’s OK if you don’t care – but what would you advise a client?

· You would never think you were fulfilling your professional obligation if you didn’t tell them not to give out their SSN
· We can demand one time credit cards and short expiry numbers

· What you don’t want to lose are the consumer protection advantages that credit card companies give you

· We should ask for credit card companies that change rapidly – de-emphasize the physical card, which is useless
· Just give us 16-digit #s we can hand to people 
· But won’t people just get credit cards in our name if they steal the rest of our ID?
· We need that box that says you are who you are using public key encryption
· If we had anonymous digital cash w/strong encryption and appliances that do authentication from the beginning we wouldn’t be in this mess
· If we are talking about social security reform then we should come out with a SSN that cannot be used for identification

RFID

· Now make it more complicated by endowing every object w/the same problem we have 

· When Machines Begin to Think – book by guy at MIT

· Endowing “things” with power to “think” about their situation in the world – gives them a capacity to yell (I’m out of date, I’m lost)

· Gives them all an ID and ability to yell it
· Walmart thinks this is a great improvement – every pallet is constantly telling mgr it’s there, every razor is constantly telling them its almost out of stock
· But what about the books in the library? What if they are constantly saying whose holding them? 
· What if my jacket is constantly saying where I bought it and how much I paid?
· Everyone feels safe right now b/c it’s a little too expensive
· They can’t yell thru aluminized mylar envelopes (makes a nice hat!)

· We could pass legislation that sellers have to disable tag at end of sale and maybe that would work
· Engineering is in that brusque mood w/o caring about social consequences as SSN movement was at dawn of database age
· Making RFID readers is easy and cheap 

· But turning them off is not simple – the tag’s job is to yell “my number is X” until the end if time

· Ex. EM ended up being accused of having 2 EZ Passes but didn’t
· Ex. MasterCard doesn’t care if air phones leak credit card #s – cost borne by all of us who carry MCs
· RFID primary sources of risk are risks to our Identity – our stuff begins to tell tales about us
· We still consider it’s our decision to tell about ourselves

· Someone can get the IDs of what you’re wearing and look around until you find the same numbers
· Japanese dating – tell your phone to broadcast what you’re like and when it finds someone compatible they call each other
· Ex. Bluetooth snipers at Academy Awards
· I see what your tags are sending out and see that you’re interesting or perfect mark for my sales pitch and I’ve got your cellphone from Bluetooth, which gives me possibility of finding you with the GPS in your phone
· Govt doesn’t need secret police, I just need a subpoena to get it from others
· We may have good reasons for RFID, but we have to think very carefully about a regulatory scheme to address

· Nice if, for once, we came up with reg before the tech is on the street

· Walmart is still determined to get all suppliers on board – 

· Even govt asked “you’re going to export RFID to China?”
· Of course, they make the stuff we carry

Proposed statutes
· Underneath all of this is the prevailing question of anonymity 

· We could make a lot of problems easier if we let people disappear- but we won’t
Ex. Spanish Constitution – restriction on data processing

Conflicts w/US first Amendment

Ex. Slovenia Const
· Do they enforce this? How?
· Problem at their law school – now can’t publish names of students w/their grades and law school was penalized for doing so

· But higher education law says all oral exams are public

· It is justiciable – but no major cases so far
· What if you download ringtone from German company?

Aren’t the companies really bad about analyzing data?

· Ex. No one predicted Camden would go to France in the spring

· People want to believe in technical incompetence – it’s strangely comforting

The const norms themselves have shifted – can’t even rely on what 4th A says

Maybe const language is just sleeping – maybe we can restore the balance with the police with civil legislation

Legal and technical design decisions – lawyers need to push the tech in the right direction
Transparent society as a solution – idea that if you universalize nakedness you will get some clothing back since the rich will want theirs, it’s not going to happen, privacy is an assert conserved by the rich
Ex. CA statute – no access to “celebrity” voter registration information

Ex. Spanish – the secrecy of communication shall be guaranteed (but not after Madrid bombing?)
April 14, 2005
Summary
· Papers are excellent statements of problem

· He is really interested in hearing what we think of as possibilities to solve the problems we’ve identified
· Where to we see the possibility of legal improvement
Two propositions (
· Technology has shifted the basis upon which a number of constitutional understandings have rested

· To extent you could tell press from nonpress, that has changed

· To extent it was believed that 4th A protected places, that’s no longer true

· To the extent state action decisions believed the STATE was the most important player in terms of individual rights. To the extent there was some belief an individual could hurt const rights, they still believed the state was the most impt const actor. And that has changed

· Tech change has had profound longterm consequences on the substrate on which many const rights rest

· That’s NOT the first time this has happened

· Ex. Anthony Kennedy said we have a living constitution, subject of debate in congress this week. It’s like original intentism could actually be the theory of the Sup Ct. (no one’s ever really believed that before)
· Technology has madde 18th century intention even more irrelevant than it used to be
· Const change is no being accomplished largely by tech change altering the meaning of const guarantees. And enough has happened that it is difficult to restore that balance w/o major shifts in constitutional doctrine

· There is very little political will to change this
· By and large the problem is uncomprehended or overtly misunderstood
· A good deal of “help” is given to people to misunderstand the problem

· Large legislative solutions are probably not on
· We’ve been watching politics considering fundamental change, as privacy issue suddenly “hit”- looks like political goldmine might be discovered

· EM has no sympathy for Reed Elsevier – 
· but they have a huge black eye now, all because they bought Seisint in 2004. 

· They thought they were going to make a killing. But they weren’t specialists in mass holdings of personal data for marketing purposes.  They are mostly a publishing company.
· Owning a data broker was a good way for them to learn about the 280M people in the US and what to sell them

· They acquired a liability that will do them great harm 
· This is an interesting reminder that the expansion of the transactional information universe is going on so fast that even the knowledgeable parties don’t understand it – it’s not just govt screwing up
· So EM has said that politics wouldn’t interfere with much, since people don’t understand the risks involved
· This part of the problem (transactional information that civil society creates) is like environmental law of the late 60s
· There is an awareness among a small % of population that something’s wrong and will get worse (like people who read Silent Spring in the 60s)

· By 1970 there was a general awareness there might be an issue of political importance in the environment

· What happened after that – congress passed broad policy declaration (NEPA) and created agency (EPA)

· Ex. NEPA required companies getting govt resources to consider environmental consequences before they did things
· One can imagine a similar outcome in the world of civil society transactional privacy – ex. a National Privacy Act

· Some requirement of companies to consider privacy consequences of their technologies
· We see this in the discussion of the SSN

· Ex. court records should have SSNs scrubbed before being posted online?

· In reality, we just want to reduce their toxicity – it doesn’t matter if people know it, if it’s not the key to everything else

· But how do we redesign the databases?
· We need to redesign the databases. But you can’t do this like car safety (e.g. saying cars must have seatbelts)

· Regulatory structures are difficult to create in proportion to their direct redistributive effect
· We already gave away the data, the rich got it all. So it will be hard to pass a law and take it away
· Govts have little trouble saying – we want you to build houses that are better if there’s a fire, here’s how. Or make them earthquake-proof
· But no govt has told people how to make data engineering decisions based on safety – Why?

· A doubt of governmental skill
· Parties who want to escape that regulation say its changing so fast, how can govt come up with anything

· So how much reason is there for evading the fundamental hard work of regulating data structures for benefit of citizen’s privacy rights

· Won’t big companies just go into data privacy consulting business?
· Won’t govt want a backdoor to any privacy technologies (ex. relaxation of encryption controls for ecommerce) b/c of nat’l security?
· The people who weigh heavily in this story are actually Walmart and Bank of America. 
· Ex. airlines want all this security b/c they don’t want to go back to transferable tickets
· Ex. we are getting rid of TSA in homeland security, they don’t want to own these airline screener anymore
· We have a laissez faire economy in information in the US and its fabulously profitable

· Think of how much regulation there is in a machine shop. Should databases full of personal info be less regulated than drill presses and lathes?!
· Suppose we wrote a regulation that said “the required minimum limits on a database security system are…”
· The same way we decide about the safety glass in a door

· You could make the rules – and Microsoft would be mad, they wouldn’t be able to meet the standards
· EM thinks you could give persuasive rules for database security
· Ex. What’s happened at Seisint? It was just people guessing others passwords. Studies show that guys just use their girlfriend’s names. Most people keep passwords on a post-it.
· We went around this problem and never stumbled on any safety regulations – where are they?
· What would it actually look like to grind out this type of solution – 

· How to legislate, and create an administrative agency
· What kind of PR campaign would have to accompany this?
· How to make it an unstoppable social movement (like do not call list?)
· Ex. we could have used medial privacy to create standardized systems – instead HIPAA just gives you rights
· Why didn’t we just regulate the technology directly?
· Why didn’t we just say everybody had to use the US Govt’s solution from veterans administration
· This shows proprietary software’s grip on our society
· There is no legal rule against it, just no political support for the obviously correct solution
· Ex. IRS can’t sell tax prep software. Now people use these web sites, which are buggy and take your data
· Example - Where you have regulations like FAA where we want you to come forward with vulnerabilities and we will keep it private, you get disclosure

· Now in data losses, everybody wants to get their dirty laundry out at once, so we won’t remember whose was which

· So we talked about transactional side, but we never talked about direct regulation of technology (
· Think about this for paper 2

· After all, this is how we regulate meat, toys, houses, etc.

· But we’ve gotten suckered into this idea that Internet moves to fast
This is the small part of the problem – the real part is at the Constitutional threshold
· Example – at end of 18th century it was clear why quartering soldiers in private homes was a bad idea, they learned this from 17th century England
· Therefore the 3rd A struck the first congress as really important

· But that’s not a meaningful form of coercion anymore, its just not the way armies are made

· Our 18th century const has a strong concern about the standing professional army – which was seen as a route to despotism
· Englishmen believed that the standing army was a threat to personal liberty
· One thing that 20th century populations was aware is that army’s willingness to shoot at its own citizens is powerful tool for despotism (e.g Chinese in Tiananmen Sq)

· That was irrelevant subject in US until Pentagon announced an increase in budge for robot soldiers 

· For some tasks robot infantrymen will be superior (mine sweeping, etc.) And suppression of political dissent
· US will sell a regiment of robot guards to every autocrat in the world
· What does 2nd and 3rd amendment mean to us in a world where it doesn’t matter whether you can quarter soldiers in our house?
· Does it mean the army can’t put a camera on every street corner?

· It’s not a 4th A issue

· It’s not in your house

· Of course, they can just get data from the private cameras
· 9th Amendment discussion was important – we’ve been talking for a semester about reserved rights
· We don’t know how to describe them in US const discussion

· They were on 18th century minds

· 3rd A shows how 18th century concerns were like ours

· Is there a way to coerce people just like soldiers in their homes, but in different ways?

· Is that similar to total information awareness? If it’s similar, can you base const rights on it?

· What does it mean that streets and parks belong to the people? What does Hague v CIO really say?

· We can’t use it to force govt to build more parks

· And it doesn’t just mean no viewpoint discrimination in parks

· Govt had to be neutral in handing out parade permits

· But the aspiration of Hague (and mall cases) goes deeper than that – a concern for the health of public discourse

· Ex. like attacking segregation one piece at a time. What might we attack as const waypoints on the way?
· What we didn’t do in our papers was say – here are small pieces you can get at bit by bit. 

· We said things like shield laws won’t do
· That’s right – but that’s not the end of the discussion

· How can we use the democratization of the press to build first A law about media?
· Remember the three legs: Politics ( Technology ( Law
· Few people said anything about technical approaches
· What disruptive technologies might we create in the press area? The blog
· But there’s more than that

· What if we technologically try to confuse the journalism definition even more?

· Who has liberty of the press? He who owns one

· Why aren’t we trying to confuse more that question of the press?

· What might we do to create legal stress? What can we do to create cases and challenge rules that need to be rethought?

· If I offered you an encrypted telephone and it cost a little more, would you use it? How would you convince others to use it? What will it take to get us to encrypt our emails?
· We don’t have anonymity – do we know how to get it? What would make it easier for us?
· People won’t do it just because its good for all of us, but only if they have something to hide
· EM would like us to ask these questions  

· Why don’t our law firms encrypt their emails?
· How might we see this in relation to constitutional entitlements?
