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My last paper described ways in which law and technology create architectures that can control our behavior; this paper uses RFID as a case study to illustrate this point.  I describe how design decisions regarding the gathering, storage, and dissemination of RFID data can have repercussions on our privacy and ability to retain control of our identities.  Will we adopt practices that promote freedom and privacy or that increase surveillance and control?  Who will make these choices?  Unfortunately, the FTC and Congress have decided to let industry self-regulate,
 so these important decisions will be left up to private industry. 
Overall Architecture


The following diagram provides an overview of an RFID system for the purchase of individually tagged items.  The numbers indicate locations where security vulnerabilities exist and where design decisions that affect our privacy will be made.
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A consumer purchases a tagged item from a retailer, who gathers the consumer’s credit card and other information to complete the purchase.  If the tag remains active and does not require authentication it may be read by anyone with an RFID reader.  The data related to this item may be stored in a variety of databases.  The Object Naming Service (ONS) is the master database of Electronic Product Codes (EPCs).
  The manufacturer database contains details about the item, including its EPC.  The retail database contains data linking this consumer to this particular item. 
This information may be disseminated to a variety of agents.  It may be given to the marketing department of the retailer or manufacturer to predict future purchases or present targeted advertising.  It could be sold to data brokers like ChoicePoint or Axciom who aggregate and mine user data.  It may be provided to law enforcement personnel who want to track individuals or monitor “suspicious” purchases.  
Data Gathering – Points 1 and 2
Will consumers know the tag is there? Privacy advocates fear that small RFID tags will be included in items without the consumer’s knowledge.  CASPIAN has proposed that all items containing RFID chips be clearly labeled.
  Industry seems receptive at this point, and EPCglobal has included a consumer notice provision in its privacy guidelines.
  It remains to be seen whether these guidelines will be followed or enforced. 
What will be on the tags?  At the very least they will contain each item’s EPC.  The EPCglobal guidelines say that “EPC tags do not contain any personally identifiable information on consumers.”
  But even if the tag does not emit personal information, the EPC itself could be recorded and given to someone who can access the database that contains the link to personal information.  For example, privacy advocates fear that police could set up RFID readers at political rallies to find out who attended.  I can imagine a private company, say a sports stadium, collecting RFID information and sharing it with manufacturers and advertisers to learn more about their target audience.  
Will consumers be able to disable or remove the tag?  Privacy advocates suggest that tags be deactivated at checkout and industry seems mildly receptive to this idea.  EPCglobal claims that “most products” will have tags that can be removed by the consumer, but admits that some tags will be so structurally embedded in items that they cannot be removed.
  
Data Storage – Point 3


How long will data be stored?  This question affects all consumer data, not just that related to RFID.  Database technology has allowed your digital identity to be more lasting and detailed than your own knowledge and memories.  Transactions you’ve long since forgotten may be stored indefinitely in some company’s computer systems.  (This is especially problematic with web sites, which often do not allow you to ever un-register or delete your account.)  EPCglobal’s guidelines only say that member companies will comply with record retention laws.  We need some sort of federal “statute of limitations” (e.g. 7 years) that regulates how long consumer purchase data can be stored.  

How will data be secured?  The recent scandals with ChoicePoint, etc. have shown us that industry self-regulation does not work when it comes to securing consumer data.  EPCglobal’s guidelines say that members should follow all applicable laws; this will not help if the laws are not there.  It is time for the federal government to require companies that store sensitive consumer data to follow security best practices.  Many companies already have to comply with regulations ranging from HIPAA to Sarbanes-Oxley.  Under the Federal Information Security Management Act of 2002, government agencies must comply with security regulations developed by the National Institute of Standards and Technology;
  these could be extended to private companies.  Senators Schumer and Nelson have proposed a bill requiring companies to take “reasonable steps” to secure data
 but this does not go far enough.  Companies that store sensitive customer information should be required to follow a set of detailed security guidelines. 
Data Dissemination – Point 4


Who will have access to consumer data?  The biggest threat to consumer privacy comes when data is shared without the consumer’s knowledge.  Although this is not an RFID-specific problem, RFID may allow even more detailed and private data to be exchanged and aggregated.  Senator Feinstein has proposed a Privacy Act that would “set a national standard for protecting personal information such as Social Security numbers, driver's licenses, and medical and financial data, including information collected both online and offline.”
   This is a step in the right direction, and at least gives consumers some measure of control over their personal data.  It requires consumers to “opt in” before extremely sensitive data, such as a social security number, is transferred. But the onus is still on the consumer to “opt out” of most data sharing. I would require an explicit opt in before any data sharing could occur, and make sure that this law covers consumer data related to RFID.
Conclusion


This paper has described ways that RFID systems could be designed to protect privacy or weaken it.  The main point I want to emphasize is that security problems are not inevitable; they will be the result of technical and legal decisions made (or not made) by industry and the government.  If we, as a society, let this opportunity slip by, the decisions will be made for us and the effects may be impossible to reverse.
� Jonathan Collins, FTC Asks RFID Users to Self-Regulate, RFID Journal, Mar. 10, 2005, at � HYPERLINK "http://www.rfidjournal.com/article/articleview/1437/1/1/" ��http://www.rfidjournal.com/article/articleview/1437/1/1/�.  For complete details see the FTC’s report, RFID: Applications and Implications for Consumers, Mar. 2005, available at � HYPERLINK "http://www.ftc.gov/os/2005/03/050308rfidrpt.pdf" ��http://www.ftc.gov/os/2005/03/050308rfidrpt.pdf�.  In addition, the Senate High-Tech Republican Task Force has vowed to “protect” the industry from premature regulation. See Jonathan Collins, Rep. Senators Vow to Protect RFID, RFID Journal, Mar. 20, 2005, at


� HYPERLINK "http://www.rfidjournal.com/article/articleview/1440/1/1/" ��http://www.rfidjournal.com/article/articleview/1440/1/1/�.


� EPCglobal is the organization sets standards for RFID and EPCs. See � HYPERLINK "http://www.epcglobalinc.org/" ��http://www.epcglobalinc.org/�. They have assigned Verisign to run the ONS. See � HYPERLINK "http://www.verisign.com" ��http://www.verisign.com�.


� CASPIAN, proposed RFID Right to Know Act of 2003, � HYPERLINK "http://www.spychips.com/press-releases/right-to-know-bill.html" ��http://www.spychips.com/press-releases/right-to-know-bill.html�


� EPC Global has adopted a set of public policy guidelines that went into effect January of this year, at � HYPERLINK "http://www.epcglobalinc.org/public_policy/public_policy_guidelines.html" ��http://www.epcglobalinc.org/public_policy/public_policy_guidelines.html�.


� See the EPC guidelines FAQ, at � HYPERLINK "http://www.epcglobalinc.org/public_policy/faqs_public_policy_guidelines.html" ��http://www.epcglobalinc.org/public_policy/faqs_public_policy_guidelines.html�.


� Id. 


� See � HYPERLINK "http://csrc.nist.gov/sec-cert/index.html" ��http://csrc.nist.gov/sec-cert/index.html�.


� Andy Sullivan, Inaction Could Lead to Cybersecurity Law, Reuters, May 1, 2005, available at � HYPERLINK "http://www.reuters.com/newsArticle.jhtml?type=topNews&storyID=8353828&pageNumber=0" ��http://www.reuters.com/newsArticle.jhtml?type=topNews&storyID=8353828&pageNumber=0�.


� See � HYPERLINK "http://www.feinstein.senate.gov/legislation/idtheft.html" ��http://www.feinstein.senate.gov/legislation/idtheft.html�.








